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1
Decision/action requested

This is for information.
2
Notes from the break out session on FBS on 21.11.

S3 194208 Updates to solution #17 - resolving Ens Ericsson. E// presents. Huawei: editorials. QC: why do we need SIB based indication of support. E//: need to indicate support. QC: why not in a protected RRC message? E//: think this is feasible way to do it. QC: keep evaluation out for now. Ed note: SIB based indication needs to be justified. DCM:  ed note: need for protection of indication is FFS. 
-> removal of evaluation, Ed note: SIB based indication needs to be justified. -> reviseable 

( S3-194668
S3 194107 Conclusion for RRC Resume Request Protection Huawei, Hisilicon. Huawei presents. E//: agree with conclusion. QC: postpone conclusion until solution becomes available. Apple: protection of resume request was not objected – agree with conclusion. Samsung: support QC, wait for complete solution. E//: overall agreement is to protect the whole message. Apple: general solution already agreed. QC: no need to rush. -> keep it open
S3 194202 Updates to solution #7 - capability negotiation Ericsson. E// presents. QC: is this negotiation feasible in practice? Many parameters. E//: this gives a flexibility. QC: Ed note: feasibility of solution step 3.1 is FFS E//: believes this will happen in evaluation. Lenovo: editorials. Samsung: support the editor's note. QC: if there is any self organization, it will be difficult to keep this list up to date.

-> Ed note: feasibility of solution step 3.1 is FFS -> reviseable

( S3-194667
S3 194203 Updates to solution #7 - network sharing Ericsson. E// presents. QC: which key needs to be used, which AMF provides the key. E//: configuration specific. Nokia: there is only one AMF. QC: multiple AMFs, E//: MNOs agree on one key. Samsung: who is owning RAN, provides the key. There is one AMF entitled to serve the key. Nokia: depending on network. Samsung: clarification: there needs to be a single node to provision the signing key. QC: in the solution, this is per tracking area, with shared and non-shared nodes. E//: that is deployment specific. E//: agree with clarification, rest should be in evaluation -> offline
S3 194204 Updates to solution #7 - signature schemes and length Ericsson. E// presents. -> agreeable 

S3 194109 Evaluation for solution #7 Huawei, Hisilicon. Huawei presents. E//: object to all of this.  Compromised gNB is least issue. QC: why is there AS key  separation. Cablelabs: because the key is shared, ut affect many places. Samsung: first point out. QC: give justification. Apple: an ed note still exists about which gNB have the same key. Remove first bullet. Huawei: prerequisite is correct, as said by authors. E//: too early to evaluate, because of many ed notes. QC: if solution is not ready, we can't conclude on it. Samsung: no evaluation on point 1. Cablelabs: need to capture discussion. E//: 2nd point attack is not valid. Other two are ok. Cable labs: note it. QC: key sharing makes this more dangerous than AS -> no consensus
S3 194328 Evaluation on UE behavior on detection of false signature Qualcomm Incorporated. QC presents. Cablelabs: not much additional risk, same problem with any integrity protected messages. E//: Ed notes are too generic, go out, first paragraph is ok, rest out. QC: enlarge attack surface. Apple: remove all but 1st paragraph, keep ed notes. QC: why objecting to 2nd para. cell reselection is using battery.   Cablelabs: this is a performance problem, integrity never solves availability problem. Apple: 2nd para applies everywhere. QC: replace 2nd para by: signature cannot prevent against DoS attacks. NIST: support signature not against DoS attack Cablelabs: ok. Apple: keep first para -> no consensus. 
S3 194329 Evaluation on signing key management Qualcomm Incorporated. QC presents. Similar  to 109. E//: disagree. -> no consensus
S3 194028 5GFBS-Update for solution#11 Apple. Apple presents. QC: disagree with ed note removal. First ed note. Why is cert provisioning not part of TR. Apple: implementation spec. there is a way to provision. QC: provisioning is necessary for this to work. QC: revocation needs to be in scope. QC: removal of legacy is FFS. Cablelabs: first ed note is ok to remove. DCM: without provisioning, this is not feasible, but ed note removal is ok. Cablelabs: new UEs will have the keys for new operators. -> offline

End of offline discussion
S3 194327 

Shared key based MIB/SIBs integrity information provided by gNB 
Qualcomm Incorporated 

S3 193975 

5GFBS-conclusion of key issue#2 
Apple 

S3 194062 

Way forward on key issue 2 in TR 33.809 
CableLabs 

S3 194108 

Conclusion for Key Issue #2 
Huawei, Hisilicon 

S3 194339 

Proposed way forward for KI#2 in TR 33.809 
Qualcomm Incorporated 

S3 193940 

LS to SA3 on False Base Station Detection 
R3-196256 

S3 193941 

Reply LS to SA3 on FBS detection 
R2-1914224 

S3 194206 

[DRAFT] Reply LS on false base station detection 
Ericsson 

S3 194033 

Reply LS to RAN2 on FBS detection 
Huawei, HiSilicon 

S3 194032 

Update solution 4 to clarify MIB/SIB Hash report 
Huawei, HiSilicon 

S3 194330 

Solution #4 Evaluation (Enriched MR) 
Qualcomm Incorporated 

S3 194034 

Preventing UE from Connecting to FBSs 
Huawei, HiSilicon 

S3 194035 

Preventing UE from reselecting to FBS 
Huawei, HiSilicon 

S3 194036 

Handover UE under MitM FBS attacks 
Huawei, HiSilicon 

S3 194110 

Address EN in solution 6 and solution 18 
Huawei, Hisilicon 

S3 194207 

Way forward - KI#3 False RBS detection 
Ericsson 

S3 194205 

[DRAFT] LS out to SA5 about SON poisoning 
Ericsson 

S3 194144 

Update of Solution#15 
Lenovo, Motorola Mobility 

S3 194190 

Resolving the ENs of solution#5 in the TR 33.809 
Huawei, Hisilicon, Lenovo, Motorola Mobility 

S3 194191 

Conclusion on mitigation against the authentication relay attack 
Huawei, Hisilicon, Lenovo, Motorola Mobility

