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1
Decision/action requested

This contribution proposes a solution for protecting IEs in the Direct Communication Request
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Rationale

Similarly to 5G NAS initial message, the Direct Communication Request cannot always be protected, e.g. the Direct Communication Request is sent such that several UEs may respond to it. The solution proposed in this contribution follows the ProSe (see [2]) in that the Direct Communication Request is never protected and the 5G initial NAS security (see [3]) in that the IEs not needed before security is established are not sent until security has been established. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

6.Y
Solution #Y: Protection of IEs in Direct Communication Request message

6.Y.1
Introduction

This solution addresses part of key issue #2 on security for eV2X unicast messages over PC5. In particular, the solution covers the protection of the IEs in the Direct Communications request message that are not needed before security establishment. 
6.Y.2
Solution details
This solution assumes that the PC5 NR Unicast security context handling follows that in ProSe (see TS 33.303 [6]) where a complete security context is not kept when the connection drops. This means it is necessary to run Direct Security Mode procedure between the Direct Communication Request message and the Direct Communication Accept message. The solution is then as follows: 

- Only IEs that are needed to establish the security are sent in the Direct Communication Request messages 

- The other IEs that are needed before the Direct Communication Accept message are included in the Direct Security Mode Complete message
The exact IEs that will be sent in the Direct Commuication Request message will be determined as part of the normative work.
NOTE: It will be left to the stage 3 specification to decide how there IEs are carried in the Direct Security Mode Complete message, e.g. as individual IEs or part of Direct Communication Accept message.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF CHANGES ****

