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1
Decision/action requested

This document proposes a new Solution for the UP security activation handling in NR PC5 unicast to TR 33.836.
2
References

NA
3
Rational
Solution for the UP security activation handling in NR PC5 unicast is proposed in this contribution, in order to support different security requirements from eV2X Application.
4
Detailed proposal

***
BEGIN CHANGES
***

6.X
Solution #X: Solution for the UP security activation policy handling in NR PC5 unicast
6.X.1
Introduction

This solution addresses the requirement of key issue #2 regarding the confidentiality and integrity protection of the PC5 user plane. In particular, the solution covers the UP security activation policy handling in NR PC5 unicast. 

6.X.2
Solution details

This solution proposes that the user plane security policy handling is based on the security policy of the eV2X service (e.g. PSID(s) or ITS-AID(s)), preconfigured in the UE. 

Assume that the initiating UE is preconfigured with UP security policy 1 for service 1, the receiving UE is preconfigured with UP security policy 2 for the same service. During the PC5 unicast link establishment procedure, the receiving UE determines the final UP security activation policy after receiving the UP security policy 1 from the initiating UE. The UP security activation policy is defined as follow:

· Ciphering: “Required, Preferred, Not needed”; 

· Integrity protection: “Required, Preferred, Not needed”.

The UP security activation handling is defined as follows.

-
If any of the UP security policy1 and UP security policy2 is “Required”, ciphering/ integrity protection is activated each user plane bearer individually for the service when the bearer is established, 

-
If both of the UP security policy1 and UP security policy2 is “Preferred”, ciphering/ integrity protection is activated or deactivated each user plane bearer individually for the service when the bearer is established depending on the decision of the receiving UE.

-
If both of the UP security policy1 and UP security policy2 is “not needed”, ciphering/ integrity protection is deactivated each user plane bearer individually for the service when the bearer is established

Detailed procedures are as follows: After receiving the UP security policy1 ande eV2X service ID from the initiating UE, the receiving UE determines the final UP activation policy based on the UP security policy1 and UP security policy2 identified by eV2X service ID as described in the above. Then the receiving UE sends the protection indication to the receiving UE, where the protection indication is the same as the protection indication specified in TS 33.501 [8] clause 6.6.2 UP security activation.

6.X.3
Evaluation

This solution addresses the part of key issue #2 on security for eV2X unicast messages over PC5.

The solution meets the first requirement “The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment”. The solution gives out the PC5 UP policy handling per eV2X service granularity based on the UP security policy1 of the initiating UE and UP security policy2 of the receiving UE. PC5 UP policy is the principle of the security context establishment.

The advantage of the solution is that on demand security protection for PC5 is supported per eV2X service granularity.

The disadvantage of the solution is only applicable when both UEs are preconfigured with the UP security policy of the eV2X service.

***
END OF CHANGES
***
