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1
Decision/action requested

This contribution proposes an evaluation of the solution on activation of user plane security in NR PC5 unicast
2
References

[1]
TR 33.836 v0.4.0 
3
Rationale

This contribution proposes an evaluation for solution #16 on the activation of user plane security in NR PC5 unicast. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****
5.2.3
Potential security requirements

The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.

NOTE: The potential requirement above is analogous to the corresponding ProSe [6] requirement.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 

The system shall support confidentiality and integrity protection of the PC5 user plane.
The system shall support integrity protection of PC5-S Signalling for V2X unicast.

The system shall support confidentiality protection for the update of link identifiers.

**** NEXT CHANGE ****

6.16.3
Evaluation


The solution addresses the requirements of the key issue #2 by showing how the user plane security is activated over PC5 NR unicast. 
The activation of the user plane security allows for ciphering and integrity to be activated on a per bearer basis which is the same as for UE connected to a 5G core. This allows the flexibility to apply the appropriate security to each bearer. The security policy to apply for each bearer is provisioned to the UE using the method proposed in TS 23.287 [4].
**** END OF CHANGES ****

