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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· In a mixed network deployment, the network’s security policies for the PNFs and VNFs need to be coordinated and complementary.  This contribution proposes an explicit potential requirement to do this. 
4
Detailed proposal

5.17
Key Issue 16: Mixed Virtual and Legacy PNF Deployments

5.17.3
Potential security requirements

The 5GC should be configured so that NFs can only communicate with NFs which they are specifically authorised to communicate with. These rules should be applied irrespective of whether the NF is a PNF or a VNF.  The default should be for two NFs not to trust one another and to block communication. Solutions to this requirement required inside 3GPP.
The security policies enforced by the system should complement each other in order to protect mixed PNF-VNF deployments.  This solution is inside 3GPP.
