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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· Explicit potential requirements for reference point-based security and the use of encryption for data in transit are proposed to assist in isolating NFs.
4
Detailed proposal

5.7
Key Issue 6: Function Isolation
5.7.3
Potential security requirements

Solutions to this KI should increase assurance that the virtualisation platform prevents one function from inspecting the memory of other functions. Solutions to this requirement required outside 3GPP.

Delegated administrator roles shall be used, with roles which could give a user or administrator the ability to inspect the memory of functions only used in exceptional circumstances. Solutions to this requirement required both inside (SCAS) and outside 3GPP.
The system should manage reference point-based security and service-based security between VNF functional "boxes”.  The solution is inside 3GPP.
Confidentiality protection   should be provided to protect information traveling between memory locations in a single or multiple logical memory block.  The solution is inside and outside 3GPP.
Editor’s note:  this last requirement needs a bit more work/clarification.  Definition of logical memory block, etc.  Multiple requirements may be needed.
