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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This proposed text explicitly identifies the need for clearing resources upon transfer/termination and prior to re-use to increase the protection of sensitive information and prevent leakage across NFs.
4
Detailed proposal

5.6
Key Issue 5: Data Location and Lifecycle

5.6.3
Potential security requirements

Solutions to key issue 5 should increase assurance that privacy sensitive information of a virtualised 3GPP NF is protected from being leaked out of its legal jurisdiction. Solutions to this requirement required both inside and outside 3GPP.

Solutions to key issue 5 should increase assurance that sensitive information of a virtualised 3GPP NF is protected during its lifecycle process to avoid leakage of the information to other VNFs reusing the storage resource. Solutions to this requirement required both inside and outside 3GPP.

All privacy sensitive data should be encrypted when at rest and when in transit. Solutions to this requirement required both inside and outside 3GPP.

Security policy which restricts where certain types of data can reside should be defined and implemented by CSPs. Solutions to enable this requirement potentially required both inside and outside 3GPP.
When VNF moves from one host to another or when VNF is terminated, the systemshould ensure that resources, privacy sensitive data, and/or keys are fully cleared.  The solution is inside/ and outside 3GPP.
