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1	Decision/action requested
SA3 is kindly asked to approve the proposed changes to TR 33.818
2	References
[1]	3GPP TR 33.818 v0.4.0, Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3	Rationale
This pCR proposes to remove the unspecified SDOs description.
4	Detailed proposal
*************** Start of the 1st Change ****************
[bookmark: _Toc22290699]1	Scope
[bookmark: references][bookmark: _GoBack]The present document studies the SECAM (Security Assurance Methodology) and SCAS (Security Assurance Specification) for 3GPP virtualized network products based on SECAM and SCAS defined in TR33.916[2]. It makes thorough gap analysis between current SECAM/SCAS work in TR 33.916[2] and SECAM/SCAS work for 3GPP virtualized network products. It also identifies, defines ToE and roles of SECAM/SCAS for 3GPP virtualized network products according to deployment scenarios and decoupling ways. Based on the identified ToE and roles, the present document details the needed change or additional work to current security assurance methodology for the creation, evaluation procedure of related SCAS documents, etc. It studies new threats of the identified ToE and identifies the additional security requirements of the ToE, or/and identifies existing relevant/supporting requirements specified in other SDOs ETSI NFV specifications or the equivalent. The present document also provides potential new SECAM/SCAS proposals and points out the impact to existing SECAM/SCAS documents (including TR 33.916[2], TR 33.926[3], TS 33.117[4], etc.).
*************** End of the 1st Change ****************
*************** Start of the 2nd Change ****************
[bookmark: _Toc18060174]5.2	SCAS documents structure and content
[bookmark: _Toc22290727][bookmark: _Toc18060175][bookmark: _Toc3495530]5.2.1	General
According to clause 5.1, the SCAS documents contain three parts, i.e. Virtualized Network Product Class Description, Security Problem Definition and Security Requirements (including the test cases) for any specific Network Product Class, to counteract the risks outlined by the threat analysis. Consequently SCAS documents for virtualized network products contain the following parts:
-	Network Product Class Description for virtualized network products (NPCDV): This clause includes the description of the virtualized network product class defined in clause 4.01, e.g. the physical and logical interfaces that the product class supports to interact with external entities and the major functionalities of the VNPC. This material will be contained in a 3GPP Technical Report of the 900-series.
Editor’s note: It is FFS that whether  the NPCDV is to be contained into TR 33.926[3] or not.
-	Security Problem Definition (SPD): This clause defines the security problem that is to be addressed and the security objectives of the virtualized network product class. This material will be contained in a 3GPP Technical Reports of the 900-series.
Editor’s note: It is FFS that whether  the SPD for virtualized network product classes is to be contained into TR 33.926[3] or not.
-	Security Requirements (SR): This clause defines the security requirements, which may include hardening requirements, selected according to the Security Problem Definition and the requirements strictly related to the 3GPP security features implemented by the virtualized network product class, as well as the security requirements of virtualization aspect defined in 3GPP and ETSI NFV, etc. and other SDOs (e.g. ETSI NFV). Requirements and test cases will be contained in one or more 3GPP Technical Specifications.
In the following sub-clauses, detailed descriptions of NPCDV, SPD and SR for virtualized network products are provided.
 *************** End of the 2nd Change ****************
