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[bookmark: _GoBack]1	Decision/action requested
[bookmark: _Hlk20223110]Add definitions of trusted and untrusted non-3GPP access to the living document in [1].
2	References
 [1]	3GPP, S3-193684, "Living CR for 5WWC"
 [2]		3GPP TS 33.501 3GPP TS 33.501: "Security architecture and procedures for 5G system"

3	Rationale
[bookmark: _Hlk20223256]Missing definitions
Untrusted non-3GPP access was specified in Rel-15 and trusted non-3GPP access is part of Rel-16. In 4G there are definitions for untrusted and trusted non-3GPP accesses in TS 23.402 clause 4.3.1.2. and in TS 33.402 clause 4.2 and 4.3. For 5G, the definitions are missing from any TS. We believe this is an omission because the untrusted and trusted cases were defined in different releases. 
As the trusted/untrusted definition is security related, it is proposed that the definitions are added in TS 33.501 and, if seen needed, an LS may be sent to SA2 to inform them. It is proposed to use definitions similar to those in TS 23.402 and TS 33.402 and add them in TS 33.501. 
Place of the definitions
The current living CR for adding trusted access to TS 33.501 is in Tdoc S3-193684 [1]. The living document assumes a structure where untrusted non-3GPP access is specified in clause 7 and trusted access in a new clause 7A. This leaves no natural place for specification text that would be common to both access types. Therefore, it is proposed that both trusted and untrusted access should be defined under clause 7 as is shown in this contribution. This would make a natural place for common clauses. 
The structure of the living CR then would be as follows: 
7 Security for non-3GPP access to the 5G core network
7.1 General
7.1a	Trust decision for non-3GPP access networks
7.1b	Trusted non-3GPP access network
7.1c	Untrusted non-3GPP access network
7.2	Security procedures
7.2.1	Authentication for Untrusted non-3GPP Access
….
7.2.2	Security for trusted non-3GPP access to the 5G core network
….
It is proposed to include the contents of this pCR to the living CR.
4	Detailed proposal

********START OF CHANGES********
[bookmark: _Hlk23951314]7	Security for untrusted non-3GPP access to the 5G core network
[bookmark: _Toc19634781]7.1	General
Security for untrusted non-3GPP access to the 5G Core network is achieved by a procedure using IKEv2 as defined in RFC 7296 [25] to set up one or more IPsec ESP [4] security associations. The role of IKE initiator (or client) is taken by the UE, and the role of IKE responder (or server) is taken by the N3IWF.
During this procedure, the AMF delivers a key KN3IWF to the N3IWF. The AMF derives the key KN3IWF from the key KAMF. The key KN3IWF is then used by UE and N3IWF to complete authentication within IKEv2.
Security for trusted non-3GPP access to 5G Core network is defined in clause 7A.
[bookmark: _Toc19634782]Trusted and untrusted Non-3GPP Access Networks are IP access networks that use access technology whose specification is out of the scope of 3GPP.
Whether a non-3GPP IP access network is trusted or untrusted is not a characteristic of the access network.
In non-roaming scenario it is the HPLMN's operator decision if a non-3GPP IP access network is used as trusted or untrusted non-3GPP access Network. When one or more of the security feature groups provided by the non-3GPP access network are considered not sufficiently secure by the home operator, the non-3GPP access may be identified as an untrusted non-3GPP access for that operator. However, this policy decision may additionally be based on reasons not related to security feature groups. 
In roaming scenario, the UDM in HPLMN makes the final decision of whether a non-3GPP IP access network is used as trusted or untrusted non-3GPP access network based on the identities of the access network and the visited network. The UDM may take the VPLMN's policy and capability returned from the AMF or roaming agreement into account
For supporting multiple DNs, the same trust relationship shall apply to all the DNs the UE connects to from a certain non-3GPP access network, i.e. it shall not be possible to access one DN using the non-3GPP access network as trusted, while access to another PDN using the same non-3GPP access network as untrusted.


[bookmark: _Hlk25319149]********NEXT CHANGE********
7A 	Security for trusted non-3GPP access to the 5G core network
7A.a	General
Security for trusted non-3GPP access to the 5G Core network is achieved when the UE registers to the 5GC via the TNAN. The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure, similar to the one used with the registration procedure for untrusted non-3GPP access. 
The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation. The interface between the TNAP and TNGF is an AAA interface. The TNGF terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN. The security relies on Layer-2 security between UE and TNAP, which is a trusted entity so that no IPSec encryption would be necessary between UE and TNGF, i.e. NULL encryption is sufficient for the user plane and signalling. 
Separate IPSec SAs may be used for NAS transport and PDU Sessions. At the end of the UE’s registration to 5GC, an IPSec SA (NWt) is established between the UE and TNGF. This is used to protect NAS messages between the UE and TNGF. Later when the UE initiates a PDU session establishment, the TNGF initiates establishment of one or more IPSec child SAs per PDU session. This results in additional IPSec SA’s (NWt) to be setup between the UE and TNGF-UP which are then for user plane transport between the two.
Clause 7A.b.z describes how WLAN UEs that do not support 5GC NAS (N5CW) register via trusted non-3GPP access. Those N5CW devices are able to authenticate to the network with 3GPP credentials and register with the help of an interworking function (TWIF) that provides the 5GC NAS protocol stack towards the AMF.
As defined in clause 7.1, it is the home operator policy decision if a non-3GPP access network is treated as trusted non-3GPP access network. When all of the security domains in clause 4.1 of the present specification related to the non-3GPP access network are considered sufficiently secure by the home operator, the non-3GPP access may be identified as a trusted non-3GPP access for that operator. However, this policy decision may additionally be based on reasons not related to security feature groups.
NOTE: It is specified in clause 7.1x of the current specification how the UE gets the operator policy and how it will behave accordingly.
********END OF CHANGES********

