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1
Decision/action requested

This document proposes to add security requirement on Key Issue #24: service access authorization of a NF Set in TR 33.855.
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Rationale
According to the SA3#94ah meeting, the new key issue on service access authorization of a NF Set or a NF Service Set was introduced to the TR 33.855[1]. The purpose of this key issue is to study the impact of this concept of Set on OAuth 2.0 based authorization of Network Function service access. In SA3#96 meeting, some comments was mentioned that whether the combination of NF type and slice information is sufficient to define NF sets for authorization. According to the last SA2#135 meeting, SA2 answered as following:
“SA2 would like to inform SA3 that there can be multiple NF Sets of the same NF type within one Network Slice. Thus, using the combination of NF type and Network Slice information appears to be too limiting and not sufficient to define NF Sets for authorization.”
Therefore, for release 16, the 5GS shall support service access authorization of a NF Set. This contribution is propose to introduce a new security requirement to the Key Issue#24.
4
Detailed proposal

***
BEGIN CHANGES
***

4.1.14
Key Issue #24: Service access authorization based on  NF Set 
4.1.14.1
Issue description

Rel-16 is introducing the concept of NF instance Set/NF Service instance Set, which are essentially a group of interchangeable NF instances/NF Service instances of the same type, supporting the same services and the same Network Slice(s). Rel-16 also allows re-selection of a NF instance or a NF Service instance within the Set for subsequent transaction. 

The purpose of this key issue is to study the impact of this concept on OAuth 2.0 based authorization of Network Function service access. 

4.1.14.2
Threat description
Unauthorized access to NF instances or NF Service Instance within a set may potentially lead to attackers performing the following types of attacks:

-
Obtaining services from a NF Instance or a NF Service Instance to extract potentially sensitive information about the network

-
Launching Denial of Service attacks by performing resource-demanding operations on the NF instance

4.1.14.3
Potential security requirements


The 5GS shall support service access authorization based on NF Set.
**
END OF CHANGES
***
