3GPP TSG-SA3 Meeting #97 
S3-19503
Reno,US, 18 – 22 November 2019












Revision of S3-19xxxx
Source:
NTT DOCOMO 
Title:
notes from the eSBA break out session
Document for:
Information
Agenda Item:
8.1 / 7.9
1
Decision/action requested

This is for information.
2
Notes from the break out session on eSBA on 19.11.

S3 194167 eSBA: conclusion update on KI #22 
Huawei, Hisilicon: Juan presents, together with 4380  
  

S3 194380 Discussion paper on authorization for Model D Indirect communications 
Nokia, Nokia Shanghai Bell.  Nagendra presents. Together with 328. 
  
  

S3 194382  Update to conclusion on Key issue #22: Authorization of NF service access in indirect communication Nokia, Nokia Shanghai Bell . 
E//: wait for reply LS from SA2 Nokia: ok to wait, but the proposals go further. Not only type level is applicable. DCM: this means there need to be private extension of ISTIO. Nokia: envoy proxy can have plugin. Tao: support the concept of proxy doing this request for token.  ->  offline
S3 194255 Update to conclusion on Key issue #23: NF to NF authentication and authorization in Indirect communication Ericsson. E// presents. Nokia: second part could be an issue. But ok on static. Huawei: ok. DCM: token needs to be available pNF (requirement from KI).  -> offline -> 4504
S3 194194 Security requirement on Key Issue #24: service access authorization of a NF Set Huawei, Hisilicon. Huawei presents. E//: need to polish requirement. Has to be token based auth on set granularity, not service set granularity. Nokia: need to remove references to service sets. -> changes: remove all reference of NF service sets, include granularity and token based in requirement -> agreeable -> 4505
  
  

S3 194192 Evaluation on service access authorization of a NF Set in non-roaming scenario Huawei, Hisilicon. Huawei presents. E//: last sentence, the token should not be used for a different producer, remove last sentence in first paragraph. Nokia: first para last sentence, second half "obtained for that NF set" instead of different….. Nokia: change title in last sentence -> agreeable -> 4506
  
  

S3 194193 Evaluation on service access authorization of a NF Set in roaming scenario 
Huawei, Hisilicon E//: same comments. DCM: NF set names need to defined, who does this. Nokia: name space will be defined by home NRF. DCM: need more discussion on if vPLMN can have sets as well, then there can be confusion. Ok otherwise. -> same changes as 4192, Put ed note on name space. -> agreeable -> 4507

S3 194186 Conclusion on service access authorization of a NF Set Huawei, Hisilicon. Huawei presents. E//: look at draft CR, conclusion is sort of ok, do something minimal in CR. Nokia: ok to conclude this way, say will be based on. E//: not cut and paste in CR. DCM: name space editor's note should go here as well -> include that the CR is not copy paste, ed note -> agreeable -> 4508
S3 194183 -> S3 194425 Update on solution#15 in TR 33.855 
Huawei, Hisilicon. DCM: rationale needs to become part of solution. Nokia: we are not concluding yet. Huawei: update to solution. E//: NRF just receives this from consumer, the authentication is still not clear because of trustworthiness. Need to describe optionality of steps 6 and 7. -> needs modifications and offline discussions -> 4509

S3 194185 Conclusion on authorization in the delegated Subscribe-Notify interaction scenarios Huawei, Hisilicon. Huawei presents. Together with 4253
S3 194253 Conclusion of Key Issue #28: Service access authorization in the delegated "Subscribe-Notify" scenarios Ericsson. E// presents
. E//: don't address delegated scenario from non delegated sub/notify scenario. Huawei: NRF actions will be different. NRF will need to check if subscriber can subscribe for recipient. Cablelabs: so maybe divide the general case. E//: the delegated is only a corner case. DCM: different NRFs should control the resources in subscriber and Nokia: in case of notification, it is not a service from the consumer. DCM: it will consume resources, like in a reflected DoS. Huawei: their solution should alleviate the concerns, because the URI is valid. Nokia: conclude now for TR, fix in TS. DCM: continue this is in the TR. Go for conclusion in next meeting. E//: is this for R16, or should we do this in R17? Nokia: conclude on non-delegated based on R15 model. Huawei: delegation problem is solved in solution 15. Nokia: there is no token in step 10. So there is no authorization. Huawei: ok, then put editor's note here. Nokia: will provide text for ed note on solution 15. DCM: conclusions not to be fixed in this meeting. -> noteable: 253 and 185
S3 194165 New KI: Service access authorization for non-delegated subscribe-notify Huawei, Hisilicon. Huawei presents. Nokia: issue descripition needs to be clarified. Why R15 doesn't work? Huawei: R15 would be solution. DCM: some other rewording required, but sec requirements are ok. -> DCM to provide text for key issue details, capture authorization of notification in threat description -> agreeable -> 4510
S3 194182 New solution for authorization in the non-delegated "Subscribe-Notify" interaction scenarios Huawei, Hisilicon. Huawei presents. DCM: decision on which callback URI is allowed would be difficult. Nokia: solution currently doesn't describe that check. Nokia: same ed. note as 4425. -> needs updates, remove evaluation -> 4511
S3 194184 Conclusion on authorization in the non-delegated Subscribe-Notify interaction scenarios Huawei, Hisilicon. Noteable.  

S3 194168 eSBA: conclusion update on KI #29 Huawei, Hisilicon. Huawei presents. E//: It won't help to wait for output of study. Nokia: agree with E//. UDR is only an example. Huawei: the only resource level auth is UDR. DCM: agree UDR/ARPF is only example, but not wait for Cable labs: say take into consideration. Nokia: UDR study won't complete in R16. DCM: there was a call in which it was decided not to have a separate service for ARPF. Huawei: maybe depend on output of resource retrieval. DCM: what do in R16? Huawei: is there a definition of resource Nokia: in 29.500 -> check definition of resource. keep offline for now. -> 4512
S3 194258 New Key issue on NF subtypes for authorization granularity 
Ericsson. E// presents. E//: this comes from SA3 because the use case is from here. Huawei: NRF can't identify if the request is from which subtype, so key issue not required. Nokia: UDM has multiple network services, so this could be solved with NF service sets, because the same network function providing different services. E//: this could work for producer side, no sets on consumer side DCM: currently auth is required on producer side. Nokia: so consumer sets are required. CMCC: how to authorise is function of NRF, so NRF can do it by themselves. In token there could be definition of what kind of service can be accessed. E//: can make it work with current mechanisms, but clumsy. Huawei: we already have KI#29. CMCC: for authorization instance authorization is sufficient. Nokia: agree with CMCC, but it is not standardized how this authorization matrix is performed. DCM: so maybe do something like role based access control? Huawei: not NF subtype in here. DCM: maybe the solution is not in R16 -> try to describe problem of consumer NF authorization policy management in a simpler way -> still offline -> 4513

S3 194259 Update of Solution #32: OAuth 2.0 based resource level authorization of NF service consumers Ericsson. E// presents. Depending on 4258 
  

S3 194260 Conclusion on NF subtypes for authorization granularity Ericsson. E// presents. Depending on 4258 

S3 194166 eSBA: add conclusion on KI #5 Huawei, Hisilicon. Together with 4254 

S3 194254 Conclusion for Key Issue #5 "NF-NF Authorization" Ericsson. E// presents. Nokia with 166: not send certificates signatures in token, but include NF instance ID in certificate. Huawei: currently certificate is there before NF instance ID assigned. Nokia: there is customer demand. DCM: authorization based on NF instance ID so need to be in cert. Cablelabs: Huawei solution doesn't quite work the way it is expected, instance ID there is only index into database, fails behind proxy. CMCC: in same network it works. Huawei: certificate can be a range of addresses, with wildcards. Nokia: foolproof. Instance ID + PLMN ID FQDN in reality, ranges are possible. Samsung: why is the solution an enhancement to oAUTH, oAUTH already allows this. Nokia: there is no proof in request that originator is id in token. DCM: doesn't work for delegated discovery. Nokia: need to include NF instance ID check, clarify it is only for direct communication -> offline -> 4514
S3 194257 Removal of Editor's Notes for Security of indirect communication in roaming scenarios Ericsson. E// presents. DCM: there is no mention of APIroot. Nokia: remove reference to telescopic FQDN. DCM: text: details of communication between… -> agreeable -> 4515
S3 194183 Update on solution#15 in TR 33.855 
Huawei, Hisilicon -> updated to S3 194425 
New TR number TR33.855: 4516

S3 193943 Reply LS on eSBA NF Set S2-1910148, noteable 

S3 194250 Editorials and corrections to Security requirements for SeCoP Ericsson. E// presents. DCM: revert performed -> supported change. E//: ok. -> agreeable -> 4517
S3 194367 TLS between NF and SEPP based on custom HTTP header Nokia, Nokia Shanghai Bell Nokia presents. DCM: hanging paragraph, note sounds normative, and not use wildcard TLS, rather than not support. Traffic might go to different SEPPs, so no state tracking might be possible. Juniper: maybe put requirement requests within same contexts should always go through same SEPP. DCM or ed note? Nokia: keep this open for now. E//: how does the consumer know what to use. Maybe in case of response indicate that we are ok in general. DCM: Maybe ed note on concurrent use. E//: reference to TLS profile – this should be in beginning of 13.1. only plus reference to profiles. Nokia: will check. -> agreeable with the proposed changes -> 4518
S3 194256 Security for roaming interfaces in indirect communication Ericsson E// presents. Nokia: clarify in indirect communication, where the NF and SECOP use the apiROOT, … the same Huawei: SECOP should be network function, so formulate better. Nokia: how to interwork between SECOP and SEPP. DCM: mix of R15 and R16 NF on one SECOP? Juniper: doesn't exist. DCM: this should not be about authorization. Nokia: remove from title. Cablelabs: in 13.3.X sent to other PLMN, not to a SECOP. E//: reformulate. -> agreeable with reformulations -> 4519
S3 194370 Mutual authentication between Network Functions 
Nokia, Nokia Shanghai Bell. Nokia presents. E//: fine in general, mutual auth is fine, merge the bullets. DCM: this doesn't work for indirect communication. NCSC: larger issue, also for server auth. DCM: ed note. CMCC: how NRF from R16 communicate with R15 consumer. Maybe NF set may not use certificate, do we need mutual auth on transport layer. Cablelabs: there is also physical layer security.  Nokia: problem is the other way round. E//: valid points, keep it open for now. -> deal with backward compatibility, offline -> 4520
S3 194372 NF consumer authentication by the producer in direct communication scenarios Nokia, Nokia Shanghai Bell Nokia presents. Depends on 4370. E//: disagree, problem with proxies. Huawei:  not agreed that NF instance id in certificate. DCM: who administers the namespace of NF instance ids. E//: reads strangely with shall and condition. Samsung: why is this mandated here. Nokia: not recommend other methods. -> offline -> 4521
S3 194252 Using Rel-15 token-based authorization in indirect communication scenarios Ericsson. E// presents. Nokia: still open in study. Keep open. Technical problem if SECOP wants to reduce to set ID. E//: set ID not known at this time. Nokia: profiles are set back at step 4. Huawei: ok with E// version. Before step 1 there could have been discovery. Nokia: then not do discovery again. Huawei: yes, for routing. Nokia: this is for option D. DCM: is it concluded in TR? E//: scenario C is. Nokia: for scenario C, just compress a bit. E//: refers to R15 procedure. -> scenario C is agreeable, offline for the rest -> 4522
S3 194187 Service access authorization of a NF Set Huawei, Hisilicon. Huawei presents.  E//: Annex not needed. Changes in procedure: message and claims shall include, but consumer may not know, so only say may in request and token.  Nokia: agree with E// comment on inclusion of claims. Huawei: shall include if available. Nokia: and shall check if available Huawei: the condition is already in the text. E//: what is the difference between slice id and set id here. Huawei: in slice there may be multiple sets. E//: why require the granularity Nokia: because sets are already defined. Huawei: if you want broader auth, then it can be done with this mechanism. E//: in 13.4.1.2 sentence should not be here. -> shall vs may discussion, sentence on roaming, agreeable with modifications -> 4523 CR 

Not discussed in the offline session.
S3 194365 Resource Level Authorization using Access Tokens 
Nokia, Nokia Shanghai Bell 

S3 194261 Resource Level Authorization using Access Tokens 
Ericsson 

S3 194430  Commenting contribution on S3-194261 – Resource Level Authorization using Access Tokens 
Nokia, Nokia Shanghai Bell 

S3 194262 Authorization using Access Tokens based on NF-Subtype Ericsson 

S3 194376 SBA Network Function TLS certificate profile Nokia, Nokia Shanghai Bell 

S3 194374 TLS entity certificate profile for SBA 
Nokia, Nokia Shanghai Bell 

S3 194251 Editorials and corrections to Protection of N9 interface 
Ericsson
