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1	Decision/action requested
This contribution proposes hash based UE capability protection for CP optimization only CIoT UE
2	References
[1]	TR 33.861 
3	Rationale
The below pCR proposes a solution to protect the UE radio capability transfer for CIoT UEs. 
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.861 [1].

***** START OF CHANGES *****
[bookmark: _Toc8413920][bookmark: _Toc8812979][bookmark: _Toc8813144][bookmark: _Toc12721479][bookmark: _Toc13112569][bookmark: _GoBack]6.y	Solution #y: Hash based UE capability protection for CP optimization only CIoT UE 
[bookmark: _Toc8413921][bookmark: _Toc8812980][bookmark: _Toc8813145][bookmark: _Toc12721480][bookmark: _Toc13112570]6.y.1	Introduction
This solution addresses key issue #15: Security for UE radio capability transfer for CIoT UE.

[bookmark: _Toc8413922][bookmark: _Toc8812981][bookmark: _Toc8813146][bookmark: _Toc12721481][bookmark: _Toc13112571]6.y.2	Solution details
This solution proposes to protect the UE radio capabilities of control-plane only CIoT UEs in the following way.
(1) UE includes the hash of its radio capabilities in the Registration Request message to the network 
(2) The network verifies the UE radio capabilities when it acquires the UE radio capabilities as part of the UE capability enquiry procedure
The procedure below only shows the messages required for the UE radio capability verification.


Figure 6.y.2-1: UE Radio Capability verification procedure for CP only CIoT devices
1. UE sends a Registration Request message with Hash of the UE radio capabilities (Hash_RC).
Editor’s Note: How the Hash_RC in the initial Registration Request is protected is FFS. 
Editor’s Note: How often hash needs to be calculated is FFS.
2. AMF determines to trigger a UE radio capability enquiry procedure by sending a UE radio capability information request message with the received Hash_RC to NG-RAN node serving the UE.
[bookmark: _Hlk25163330]Editor’s Note: How often the UE radio capability info request is triggered by AMF is FFS.
3. The NG-RAN node performs UE Capability Enquiry procedure with the UE to get the UE radio capabilities.
Editor’s Note: Whether the solution allows early acquision of UE radio capability by NG-RAN node should be clarified.
4. The NG-RAN node calculates the hash of the received UE radio capabilities and compares the calculated hash value with the Hash_RC. If they match, the NG-RAN node stores the UE capabilities with a verified flag set.
5. After successful verification of the UE radio capability, the NG-RAN node sends the UE radio capabilities to the AMF with an indication of successful verification.
6. The AMF stores the UE radio capabilities with a verified flag set.
NOTE: The verified flag can be used by the upgraded AMF (i.e., AMF that understands the verified flag) to confirm that the UE radio capability has already verified by another AMF when it receives the UE radio capability from a legacy AMF or NG-RAN node.   
Editor’s Note: RAN impacts of this solution is FFS.
[bookmark: _Toc8413923][bookmark: _Toc8812982][bookmark: _Toc8813147][bookmark: _Toc12721482][bookmark: _Toc13112572]6.y.3	Evaluation
TBD

***** END OF CHANGES *****
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