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1	Decision/action requested
It is proposed to approve and updates to Key issue #15 to TR 33.861
2	References
[1]	S3-193843 “Protection of UE capability transfer for UEs without AS security.”
3	Rationale
In the last SA3-97 meeting, Key issue for the protection of UE capability transfer for UEs without AS security was approved [1] without security requirements. There were two concerns raised by companies who were against adding the security requirements.
1) CIOT Devices are low complexity, low power devices, so no solution is needed.
2) Solution for Vulnerability is to store UE capability for a shorter period at AMF.
Contribution adds more details on security threats on the severity of the DOS attacks, which makes such UEs useless.   
4	Detailed proposal
***** Start of Change *****
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[bookmark: _Toc8413960][bookmark: _Toc8813019][bookmark: _Toc8813185][bookmark: _Toc12721530][bookmark: _Toc18083157]5.15.1	Key issue details
GSMA sent an LS to SA3 and RAN2 in [XX] describing the vulnerability in current 3GPP RRC specifications for the UECapabilityEnquiry procedure. Tampering of UE capabilities by MITM attacker on the radio surface was possible as Rel 15 TS 33.501 specification was allowing UE capability Enquiry to occur before RRC security establishment. MITM attack can cause a denial of service attack, as described in the [XX].
“This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service, e.g., downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low-cost equipment.”
The researchers describes related vulnerabilities in 3GPP specifications for the capability transfer procedures in [XX]. The Device identification is based on the differential analysis of the capabilities that are obtained from a UE. With the reference model, baseband vendors, OS developers or device manufacturers are all possibly detected. The attackers may determine potential vulnerabilities applicable to the identified device, which has potential security threats. 
“The secondary goal of this attack is to determine potential vulnerabilities applicable to the identified device. Precisely, MNmap can be supplemented with vulnerability information from the external sources such as vulnerability databases from baseband vendors (Huawei [25], Qualcomm [29]), OS developers (Google [19], Apple [16]) and device manufacturers (Samsung [33]) and perform targeted attacks. Further, these device fingerprints can be combined with the permanent identifier IMSI to track subscribers. While 5G prohibited the plaintext transmission of IMSI in any situation [12, 14], fingerprinting of a device and user is still possible when the device-type information is unique among the nearby devices.”

To address the issue, SA3 specified security protection of the RRC UE capability transfer procedure in 33.501 [8]. The fundamental requirement of the protection is that UE supports AS security. However, there is a type of CIoT devices that only support control-plane optimization. Such devices do not support AS security for UE capability transfer. For those devices, it is necessary to develop a security solution that enables network to verify the UE radio capabilities provided by the UE.
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Attacker may inject false UE radio capabilities for CIoT UEs that only support CP optimization. This may cause unexpected damage to those CIoT UEs, including but not limited to, service downgrade, denial of service, battery exhaustion.  
The following are some of the examples for Radio capability that are transferred in clear text and have the potential for hijack by MiTM adversary. MiTM adversary can alter UE capability information sent by the UE, resulting in a denial of service and battery degradation. Storing the UE capability at AMF for a concise period will not solve the following issues. 

· UE-Category-NB-r13: If altered and set to 0, the network will discard and release the UE. 
· SupportedBandList-NB-r13 and FreqBandIndicator-NB-r-13: If MITM changes the band to value which is not supported by UE, the UE may become dysfunctional and never be able to connect to the network. 
· Multicarrier-r13: If altered and set to disabled, then every UE will use a single carrier and will result in congestion of the network. 
· powerClassNB-20dBm: If altered and set to  powerClassNB-14dBM, then low power and low complexity devices don’t support this 20 dBm power class, then it may impact uplink transmit power control. 
· PDCP supportedROHC-Profiles-r13: If altered and set to enabled, it may cause much overhead for low complexity devices. 
· AcceStratumRelease-NB-r13: If set to Rel 15 or any future release, then the network thinks UE supports many new features of Rel-15 or any future release. 

5.15.2	Potential security requirements


The system shall support to mitigate the effects of handling unprotected UE radio capability for UEs without AS security.Editor’s note: Potential security requirements are FFS.
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