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Overview:

Non-public networks (NPN), vertical services (TSC) and LAN services (5GLAN) have been studied and brought to normative work in Rel-16 TS 33.501 under the study and work item VERTICAL_LAN_SEC containing the relevant security enhancements described in the study. Main focus of this work has been on NPN, while for the other topics (5GLAN and TSC) not much security impact was identified. 

Therefore, it is proposed to set the focus in a follow-up Vertical_LAN_SEC study mainly on the NPN topic. However, it is proposed to keep the other topics under the same umbrella, in case some security work would later be needed. (Note: Currently it is not justified to come up with separate study items on URLLC, TSC or 5GLAN for security.)
It is therefore proposed to continue the study on Vertical_LAN_SEC in Rel-17 based on 
· the new service requirements for cyber-physical control applications in vertical domains (FS_eCAV), i.e. the non-public networks, non-public networks as private slices, and study further implications on security for non-public networks (FS_eCAV); 
· the UE onboarding in the study on Audio-Visual Service Production (FS_AVPROD);
· the security aspects due to architecture enhancements resulting from the new study items on enhanced support of Non-Public Networks, enhanced support of Industrial IoT (TSC/URLLC enhancements), and enhancement of support for 5G LAN-type service.

The objective is to study security for architecture enhancements to 5GS that are required to fulfil Stage-1 service requirements for next generation new services and markets in vertical domains defined in (eCAV and AVPROD). 

It is common understanding that SA3 requirements and solutions will be in line with Stage-2 architecture study TR 23.700-07 (FS_eNPN), Stage-2 architecture study on enhancement of support for 5G LAN-type service (FS_5GLAN_enh) and the TSC/URLLC enhancements proposed in architecture study on enhanced support of Non-Public Networks (Industrial IoT).
SA3 objectives:
· Study security requirements for potential solutions proposed in SA2 FS_eNPN objective, in particular
· Study enhancements to enable support for SNPN along with subscription / credentials owned by an entity separate from the SNPN.
· Study how to support UE onboarding and provisioning for non-public networks 
· Study security enhancements to the 5G system to support Time Sensitive Communication and URLLC based on SA2 FS_IIoT
· Study security enhancements to the 5G system to support 5G LAN service based on SA2 FS_e5GLAN.

Based on the security requirements SA3 will then address the security impact of related solutions.  
Proposal:
It is proposed to set up a SID according to the above description with rapporteurship by Jerichow, Anja (Nokia) anja.jerichow@nokia.com to be continued from Vertical_LAN_SEC study.
