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[bookmark: _Toc23347200]1	Decision/action requested
This document proposes Annex Y to add details on KMS for the new TS on SEAL TS 33.434. SA3 is kindly requested to approve this contribution.
[bookmark: _Toc23347201]2	References
[1]	3GPP TS 23.434 Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows.
[2]	SP-190901 New WID on Security aspects of SEAL.

[bookmark: _Toc20237239][bookmark: _Toc23347202]3	Rationale
As S3-19xxxx proposes the skeleton for SEAL TS, it is proposed to approve this contribution for adding details on security for KMS for the TS.
[bookmark: _Toc23347203]4	Detailed proposal
*****Start of 1st Change*****
[1]	IETF RFC 6507: ''Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.
[2]	IETF RFC 6508: ''Sakai-Kasahara Key Encryption (SAKKE)''.
[3]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".

*****End of 1st Change*****


*****Start of 2nd Change*****
[bookmark: foreword][bookmark: introduction][bookmark: references][bookmark: definitions][bookmark: clause4][bookmark: _Toc3886382]Y.2	S-KMS requests
[bookmark: _Toc3886383]Y.2.1	General
Requests to the S-KMS are made to specific resource URIs. Requests are made using a HTTP POST request to a URI. The content of the URI indicates the type of request. Resource URIs are rooted under the tree "/keymanagement/identity/v1" for a particular domain. 
[bookmark: _Toc3886384]Y.2.2	S-KMS request security
An optional security extension may be used to authenticate the S-KMS request from the client. To use the optional security extension, the POST request shall be accompanied with an XML payload MIME type containing details of the request, signed by the shared S-InK or S-TrK.
The content of the S-KMS Request Type XML payload is:
Table Y.2.2-1: Contents of a S-KMS Request Type XML
	Name
	Description

	Version
	(Attribute) The version number of the key provision XML (1.1.0).

	UserUri
	URI of the user for which is making the request.

	SKmsUri
	The URI of the S-KMS to which the request is sent.

	ClientId
	(Optional) A string representing the client

	DeviceId
	(Optional) A string representing the device

	Time
	Date/time that the request is made by the client.

	ClientReqUrl
	The resource URI to which the HTTP POST request is sent.

	SKrrList
	(Optional) Zero or more S-KMS Redirect Responses (S-KRRs). Only used when posting to the ‘redirect' subdirectory.

	ClientError
	(Optional) If a previous failure had occurred, this complex type can provide error information to the S-KMS 



This payload is signed using the S-InK or S-TrK. If the S-KMS supports authenticated requests, upon receipt of a SignedKmsRequestType attached to a S-KMS Request, the S-KMS shall verify that:
-	the signature is valid, based on the UserUri and the S-InK or S-TrK used to sign the message.
-	the XML is valid.
-	the SKmsUri is the S- KMS's S-KMS URI.
-	the Time is within a recent time window (e.g. 5 seconds).
-	the ClientReqUrl is the same as the resource URI to which the HTTP POST request is sent.
If so, the request is accepted and processed.
[bookmark: _Toc3886385]Y.2.3	S-KMS Initialize request
To make an "S-KMS Initialize" request the key management client shall make a HTTP POST request to the subdirectory "init" i.e. Request-URI takes the form of:
EXAMPLE:
…/keymanagement/identity/v1/init

[bookmark: _Toc3886386]Y.2.4	S-KMS KeyProvision request
To make a "S-KMS KeyProvision" request the key management client shall make a HTTP POST request to the subdirectory "keyprov" i.e. Request-URI takes the form of 
EXAMPLE1:
…/keymanagement/identity/v1/keyprov 

Optionally, the Request-URI of the POST request may contain a specific user or group URI which the key management client would like the S-KMS to provision. The URI shall be within a subdirectory of "keyprov". For example, the user URI "sip:user@example.org" is provisioned via a request to: "/keymanagement/identity/v1/keyprov/sip%3Auser%40example.org". Additionally, if the Request-URI contains a specific URI, the client may also request a specific time which the client would like the KMS to provision. The time URI shall be the same time as used in the MIKEY payload, a NTP-UTC 64-bit timestamp as defined in IETF RFC 5905 [3]. For example, if the user required keys specifically for 23rd Feb 2014 at 08:39:14.000 UTC, the request would be:
EXAMPLE 2:
…/keymanagement/identity/v1/keyprov/sip%3Auser%40example.org/D6B4323200000000

[bookmark: _Toc3886387]Y.2.5	S-KMS CertCache request
To make a "S-KMS CertCache" request the key management client shall make a HTTP POST request to the subdirectory "certcache". For example, the request-URI takes the form of "/keymanagement/identity/v1/certcache". If a cache has been previously received, the request URI may optionally be directed to the subdirectory indicating the number of the client's latest version of the cache. For example, the request-URI takes the form of 
EXAMPLE:
…/keymanagement/identity/v1/certcache/12345


[bookmark: _Toc3886388]Y.2.6	S-KMS Cert request
"S-KMS Cert" requests are used to request the S-KMS certificate of a specific external S-KMS, referenced by the S-KMS's S-KMS URI. 
To make an "S-KMS Cert" request the key management client shall make a HTTP POST request to the subdirectory "cert".  Within the subdirectory "cert", the POST request shall contain a specific KMS URI of the External S-KMS. For example, the request-URI takes the form:
EXAMPLE:
…/keymanagement/identity/v1/cert/kms.example.org

[bookmark: _Toc3886389]Y.2.7	S-KMS Lookup request
"S-KMS Discovery Lookup" requests are used to request the S-KMS certificate of a specific entity, referenced by the entity's URI. 
To make an "S-KMS Discovery Lookup" request the key management client shall make a HTTP POST request to the subdirectory "lookup".  Within the subdirectory "lookup", the POST request shall contain a specific SIP URI of the entity. For example, the request-URI takes the form: 
EXAMPLE:
…/keymanagement/identity/v1/lookup/user%40example.org

The S-KMS responds with a list of permitted S-KMS URIs for the target entity.
[bookmark: _Toc3886390]Y.2.8	S-KMS Redirect Upload
"S-KMS Redirect Upload" messages are used to upload SEAL KMS Redirect Responses (S-KRRs) to the S-KMS for audit purposes. 
To send an "S-KMS Redirect Upload" message the key management client shall make a HTTP POST request to the subdirectory "redirect".  Within the subdirectory "redirect", the POST request shall contain a specific SIP URI of the entity that resulted in the received S-KRR. For example, the request-URI takes the form: 
EXAMPLE:
…/keymanagement/identity/v1/redirect/user%40example.org

The POST message shall be accompanied with an MIME type containing a "S-KMS Request Type" XML payload (as defined in Clause Y.2.2). The XML payload shall contain one or more SEAL KMS Redirect Responses (S-KRRs). The "S-KMS Request Type" XML payload may also be signed as defined in Clause Y.2.2.

[bookmark: _Toc3886391]Y.3	S-KMS responses
[bookmark: _Toc3886392]Y.3.1	General		
This clause defines the HTTP responses made by the S-KMS to S-KMS requests. The S-KMS attaches XML content to the HTTP responses. The XML serves to provision the client based upon its request.
Though a "SKmsResponse" message containing a "SKmsMessage" Type is the general response to any request, the content of the "SKmsMessage" varies depending on the exact response type (i.e. SKmsInit, SKmsKeyProv, SKmsCertCache, SKmsLookup).

The content provided within a SKmsInit, SKmsKeyProv, SKmsCertCache or SKmsLookup may include an S-TrK, S-InK, S-KMS URIs, (public) S-KMS Certificates, (private) user Key Set provisioning, or combinations thereof.
The “SKmsResponse” message is shown in Table Y.3.1-1.
Table Y.3.1-1: Contents of a "SKmsResponse" message
	Name
	Description

	UserUri
	URI of the user for which the response is intended.

	SKmsUri
	The URI of the S-KMS sending the response.

	SKmsId
	(Optional) The ID of the S-KMS providing the response message.

	Time
	Date/time that the response is sent by the S-KMS.

	ClientReqUrl
	The resource client URI from where the request originated.

	SKmsMessage
	One of the following response types: SKmsInit, SKmsKeyProv, SKmsCertCache, or SKmsLookup.


In response to a "S-KMS Initialize" request, the S-KMS shall respond with the S-KMS's own certificate (the Root S-KMS certificate), and may respond with a new S-TrK and/or a new S-InK. The data is returned within a "SKMSInit" tag. 
In response to an "S-KMS KeyProvision" request, the KMS shall provision appropriate user Key Sets within a "SKMSKeyProv" tag, and may also respond with a new S-TrK and/or a new S-InK.
In response to an "S-KMS CertCache" request, the S-KMS shall provision a cache of S-KMS certificates allowing inter-domain communications within a "SKMSCertCache" tag.
In response to an "S-KMS Cert" request, the S-KMS shall provision a single S-KMS certificate within a "SKMSCertCache" tag. If the requested S-KMS Certificate is not available, then an error message is returned.
In response to a "S-KMS Lookup" request, the S-KMS shall provide information on the S-KMS URI associated with the requested SIP URI, within a "SKMSLookup" tag.
The S-KMS does not respond to a "S-KMS Redirect Upload" message, unless an error occurs.
This payload may be signed using the S-InK or S-TrK. 
[bookmark: _Toc3886393]Y.3.2	S-KMS certificates
[bookmark: _Toc3886394]Y.3.2.1	Description
An S-KMS Certificate is a certificate that applies to an entire domain of users. A Certificate consists of XML containing the information required to encrypt messages to a domain of users and verify signatures from the domain of users.
An S-KMS has exactly one root certificate at any one time, which contains the public keys used by the S-KMS. The root certificate is the only certificate for which the S-KMS has the private keys and is able to issue user-specific key material. Should the root certificate need to be updated, a new S-KMS with a new S-KMS URI should be established with a new root certificate.
It is assumed that the user is managed by a single S-KMS. The root certificate for this S-KMS is required to encrypt messages to the user, and verify signatures from the user.
The S-KMS may also provision a number of 'external' S-KMS certificates to allow inter-domain communications.
[bookmark: _Toc3886395]Y.3.2.2	Fields
The S-KMS Certificate shall be within a XML tag named "SKmsCertificate". This type shall have the following subfields.
Table Y.3.2.2-1: Contents of an S-KMS Certificate
	Name
	Description

	Version
	(Attribute) The version number of the certificate type ('1. 2.0' or '1.1.0').

	Role
	(Attribute) This shall indicate whether the certificate is a "Root" or "External" certificate.

	CertUri
	(Optional) The URI of the Certificate (this object).

	SKmsUri
	The URI of the S-KMS which issued the Certificate.

	Issuer
	(Optional) String describing the issuing entity.

	ValidFrom
	(Optional) Date from which the Certificate may be used.

	ValidTo
	(Optional) Date at which the Certificate expires.

	Revoked
	(Optional) A Boolean value defining whether a Certificate has been revoked.

	UserIDFormat
	Shall contain the value '2', indicating that the generation mechanism defined in clause F.2.1 shall be used.

	UserKeyPeriod
	The number of seconds that each user key issued by this KMS should be used (e.g. '2419200').

	UserKeyOffset
	The offset in seconds from 0h on 1st Jan 1900 that the segmentation of key periods starts (e.g. '0').

	PubEncKey
	The SAKKE Public Key, "Z_T", as defined in [1]. This is an OCTET STRING encoding of an elliptic curve point.

	PubAuthKey
	The ECCSI Public Key, "KPAK" as defined in [2]. This is an OCTET STRING encoding of an elliptic curve point.

	ParameterSet
	(Optional) The choice of parameter set used for SAKKE and ECCSI (e.g. '1').

	SKmsDomainList
	(Optional) List of domains associated with the certificate.

	IsSecurityGateway
	(Optional Attribute) Is ‘true' if the S-KMS Certificate corresponds to a pseudo-KMS within a VAL Security Gateway. If present, the version number of the certificate shall be '1.2.0'.




[bookmark: historyclause] ***** End of 2nd Change*****

