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[bookmark: _Toc19634577]**** START OF CHANGES ****
X.2.2 	Security mechanisms for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU 
[bookmark: _Toc19634813]X.2.3.1	General
The following clause applies to F1 interface between the IAB-node and the IAB-donor.
[bookmark: _Toc19634814]X.2.3.2	Security mechanisms for the F1 interface
The F1 interface connects the IAB-node (gNB-DU) to the IAB-donor-CU. It consists of the F1-C for control plane and the F1-U for the user plane.
In order to protect the traffic on the F1-U interface, IPsec ESP and IKEv2 certificates-based authentication shall be supported as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. 
In order to protect the traffic on the F1-C interface, IPsec ESP and IKEv2 certificates-based authentication shall be supported as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. 
In order to protect the traffic on the F1-U interface, IPsec ESP and IKEv2 Pre-shared Secret Key (PSK) authentication method shall be supported with confidentiality, integrity and replay protection. IKEv2 Pre-shared Secret Key (PSK) authentication implementation shall be done according to TS 33.310 [5].  The IAB-node and the IAB-donor calculates the PSK (KIAB) as specified in the Annex A.y of this document. 
In order to protect the traffic on the F1-C interface, IPsec ESP and IKEv2 Pre-shared Secret Key (PSK) authentication method shall be supported with confidentiality, integrity and replay protection. IKEv2 Pre-shared Secret Key (PSK) authentication implementation shall be done according to TS 33.310 [5]. The IAB-node and the IAB-donor calculates the PSK (KIAB) as specified in the Annex A.y of this document.
IPsec is mandatory to implement on the IAB-node and on the IAB-donor. 
In addition to IPsec, for the F1-C interface, DTLS shall be supported as specified in RFC 6083 [58] to provide integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [3].
NOTE 1: 	The use of transport layer security, via DTLS, does not rule out the use of network layer protection according to NDS/IP as specified in TS 33.210 [3]. In fact, IPsec has the advantage of providing topology hiding.
NOTE 2: 	The use of cryptographic solutions to protect F1 is an operator's decision. In case the IAB has been supported in a physically secured environment then the 'secure environment' includes other nodes and links beside the IAB-node.
NOTE 3: 	The security considerations for DTLS over SCTP are documented in RFC 6083 [58].

X.2.3.3	IAB-node migration procedure
Editor's note:	Topology adaptation, where the IAB-node migrates from its source parent node to a target parent node is under consideration in RAN WGs. Security aspects of this procedure will be included when RAN WGs have made further progress. 

**** NEXT CHANGE ****

[bookmark: _Toc19634937]A.y	KIAB generation function
This input string is used when the IAB-node and the IAB-donor derive KIAB (PSK) for establishment of secure F1 interface. The following parameters shall be used to form the input S to the KDF:
-	FC = 0xaa,
-	P0 = IAB-donor-CU IP address
-	L0 = length of IAB-donor-CU IP address
- 	P1 = IAB-node DU IP address
-	L1 = IAB-node DU IP address
The input key Key shall be KgNB. The key KgNB is in possession of the IAB-UE functionality in the IAB-node and in the IAB-donor-CU, after the IAB-UE setup procedure (Phase-1).
The entire output of the KDF (256 bits) is used as the KIAB.

**** END OF CHANGES ****
