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1
Decision/action requested

This contribution proposes updates to solution#2.1 based on the work progress in other 3GPP WGs and proposes conclusion for the key issue #2.1 and #2.2.
2
Rationale
This contribution proposes terminology definition for IAB-UE functionality of the IAB node, based on the definitions in TS 23.501 and related security procedures for the IAB-node.
According to SA2 agreed CR (S2-1910348), the term IAB-ME is replaced by IAB-UE.

Request SA3 to approve the proposed updates to the solutions #2.1 in the TR 33.824 for further consideration. 
3
Detailed pCR proposal
*********************Start of Changes*************************
6.2.1
Solution #2.1: Authentication and authorization of IAB Node

6.2.1.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of IAB Node in key issue #2.1 and key issue #2.2.

6.2.1.2
Solution details

IAB Node supports the UE function (referred to as IAB-UE) and the DU function of the CU/DU architecture for IAB [TS 23.501]. In the CU/DU architecture, the IAB Node host the DU and UE functionalities and would effectively look like a DU connected through the wireless interface to the controlling CU. 
Therefore for secure connection setup purposes, the IAB-UE functionalities of the IAB Node, performs the primary authentication and key agreement procedure with the 5GC as specified in TS 33.501 [5], as shown in Figure 6.2.1.2-1 or with the EPC as specified in TS 33.401 [6], as shown in Figure 6.2.1.2-2. 
Further the IAB-UE functionality in the IAB Node performs the NAS and AS security setup procedures as specified in the TS 33.501 [5] or TS 33.401 [6], to obtain IAB configuration data securely from the network. This solution assumes that, IAB-node (IAB-UE) acts as a UE for performing the primary authentication and key agreement procedure, subscription credential(s) storage requirements, NAS security setup and AS security setup procedures as specified in TS 33.501 [5] and TS 33.401 [6]. 
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Figure 6.2.1.2-1: Authentication of IAB Node, NAS and AS security Set-up in 5GS
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Figure 6.2.1.2-2: Authentication of IAB Node, NAS and AS security Set-up in EPS

The authorisation for connectivity of the IAB Node to the 5GC/EPS shall be evaluated by the network once the IAB Node is successfully identified and authenticated. This authorization is executed during IAB Node Registration procedure. The core network shall authorize the IAB Node through the subscription profile.
**********************Next Change***************************
6.2.1.3
Evaluation


This solution reuses the existing authentication, authorization and security context establishment procedure as specified in TS 33.501 [5] and TS 33.401 [6], which fulfils the potential security requirements of key issue #2.1(Authentication and Authorization of IAB Node) and key issue #2.2 (Activating control plane communication security in IAB node).  
**********************Next Change***************************
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.2
Conclusions on authentication framework for IAB-node

Solution #2.1 is recommended as baseline for normative work to support authentication and authorization of the IAB Node, when the IAB-UE functionality in the IAB Node performs IAB-UE setup procedure. The normative work on IAB-node IAB-UE security procedures shall refers to the appropriate clauses in TS 33.501 [5] and TS 33.401 [6] for the authentication, credential storage, NAS and AS security setup procedures. 

**********************Next Change***************************
7.4
Conclusions on F1 interface security 
7.4.1
Key Issue #4.1: F1 interface security for IAB

F1 interface security for the wireline link between CU and DU is specified in TS 33.501. In IAB, the F1 interface is realized over a single hop or multiple hop wireless link(s). Since F1 interface is a logical interface between two end-points (i.e., CU and DU), the security for the F1 interface should be defined independently of the underlying transport medium (e.g., wireline, wireless, or single hop or multiple hops). Therefore, it is recommended that the solution #4.1 is used as the basis for normative work for F1 interfaces between IAB node and IAB-donor.

**********************End of Changes***************************
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