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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc20305562]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
NF	Network Function
NRF	Network Repository Function

*************** Start of the 2nd Change ****************
[bookmark: _Toc20305568]4.2.2.1	Security functional requirements on the NRF deriving from 3GPP specifications – general approach
In addition to the requirements and test cases in TS 33.117 [2], clause 4.2.2, a NRF shall satisfy the following:
It is assumed for the purpose of the present SCAS that a NRF conforms to all mandatory security-related provisions pertaining to a NRF in: 
-	3GPP TS 33.501 [3]: "Security architecture and procedures for 5G system ";
-	other 3GPP specifications that make reference to TS 33.501 [3] or are referred to from TS 33.501 [3] (e.g. TS 23.501, TS 23.502, TS 29.500, TS 29.510). 
Security procedures pertaining to a NRF are typically embedded in NF discovery/registration/access token request procedures and are hence assumed to be tested together with them.
[bookmark: _Toc20305569]4.2.2.2 	NF discovery procedure
[bookmark: _Toc20305570]4.2.2.2.1	NF discovery authorization for specific slice
Requirement Name: NF discovery authorization for specific slice
Requirement Reference: TS 33.501 [3], clause 5.9.2.1, and TS 23.502 [4], clause 4.17.4.
Requirement Description: 
"NRF shall be able to ensure that NF Discovery and registration requests are authorized" as specified in TS 33.501 [3], clause 5.9.2.1. 
“The NRF authorizes the Nnrf_NFDiscovery_Request. Based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). If the expected NF instance(s) or NF service instance(s) are deployed in a certain network slice, NRF authorizes the discovery request according to the discovery configuration of the Network Slice, e.g. the expected NF instance(s) are only discoverable by the NF in the same network slice”
as specified in TS 23.502 [4], clause 4.17.4.
Threat References: TR 33.926 [6], clause XH.2.2.1, No slice specific authorization for NF discovery 
Test Case: 
Test Name: TC_DISC_AUTHORIZATION_SLICE_NRF
Purpose:
Verify that the NRF does not authorize slice specific discovery request for the NF instance which is not part of the requested slice according to the discovery policy of the slice. 
Procedure and execution steps:
Pre-Conditions:
-	Test environment with the NF1 may be simulated.
-	The NRF under test is configured with the discovery policy of slice A, which requires that the NF instances not belonging to the slice A could not discover the services provided by the NF2 instances of the slice A. 
-	The NF1 is configured as a NF instance belonging to slice B and is connected in emulated/real network environment.
-	The NF1 is successfully authenticated with the NRF under test.
Execution Steps
The NF1 sends an Nnrf_NFDiscovery_Request to the NRF under test with the expected service name of NF2, NF type of the expected NF2. The NRF determines that NF2 instance in slice A is expected.
Expected Results:
The NRF under test returns a response with "403 Forbidden" status code, as specified in clause 5.3.2.2.2 of TS 29.510 [5].
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
*************** Start of the 3rd Change ****************
[bookmark: _Toc20305586]4.3	NRF-specific adaptations of hardening requirements and related test cases
[bookmark: _Toc20305587]4.3.1	Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing NRF by reducing its surface of vulnerability. In particular, the identified requirements aim to ensure that all the default configurations of NRF (including operating system software, firmware and applications) are appropriately set.
[bookmark: _Toc20305588]4.3.2	Technical Baseline
All text from TS 33.117, clause 4.3.2 also applies to NRFs. There are no NRF-specific adaptations or additions to clause 4.3.2 of TS 33.117 [2].
[bookmark: _Toc20305589]4.3.3	Operating Systems
There are no NRF-specific additions to clause 4.3.3 of TS 33.117 [2].
[bookmark: _Toc20305590]4.3.4	Web Servers
There are no NRF-specific additions to clause 4.3.4 of TS 33.117 [2].
[bookmark: _Toc20305591]4.3.5	Network Devices
There are no NRF-specific additions to clause 4.3.5 of TS 33.117 [2].
[bookmark: _Toc19542453]4.3.x	Network Functions in service-based architecture
There are no NRF-specific additions to clause 4.3.6 in TS 33.117 [2].
*************** End of the Changes ****************

