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	Reason for change:
	TS 33.117 R16 contains additional requirements and test cases for 5G network products, which are not applicable to eNB network products. As TS 33.216 largely references the test cases in TS 33.117, which is however growing into expanded structure for 5G network products, it is proposed to confine the release of the referenced TS 33.117 to R15 in TS 33.216.

The requirements and test cases in sub-clauses 4.2.2.1.9 and 4.2.2.1.12 need to be removed for the following reasons:

· The requirement and test case in sub-clause 4.2.2.1.9 are about AS integrity algorithm selection, which is however already covered in sub-clause 4.2.2.1.5. Hence the sub-clause 4.2.2.1.9 needs to be removed to avoid redundency.

· The requirement and test case in sub-clause 4.2.2.1.12 are about RRC and UP downlink ciphering, which is however already implicitly covered in sub-clause 4.2.2.1.5. In addition, the test case in sub-clause 4.2.2.1.12 is part of the SMC procedure and typically embedded in regular interoperability testing, which corresponds to the first category of security requirements in TR 33.916 that are not in SCAS scope based on TR 33.916 guidance. Hence the sub-clause 4.2.2.1.12 needs to be removed.

The requirement and test case in sub-clauses 4.2.2.1.3 are about ciphering and deciphering between the Uu reference point and the S1/X2 reference points. However, the referenced execution steps in TS 33.117 only apply to the S1/X2 reference points. Hence the execution steps for the testing over Uu reference point are still to be added. 

The requirement references are still to be added.

The sub-clause numbers of the referenced threats need to be aligned with the correspoding sub-clause numbers in TR 33.216.

The sub-clause 4.2.7 needs to be aligned with that in TS 33.117 R15.

The sub-clause 4.3.6 needs to be aligned with that in TS 33.117 R15.
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	· Added the release number (R15) for TS 33.117 in the reference list.
· Removed the test cases in sub-clauses 4.2.2.1.9 and 4.2.2.1.12.
· Added an Editor’s Note in sub-clause 4.2.2.1.3.
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· Corrected the sub-clause numbers of the referenced threats in TR 33.216.
· Removed sub-clause 4.2.7 for structure alignment with TS 33.117 R15.
· Removed sub-clause 4.3.6 for structure alignment with TS 33.117 R15.
· Some other editorial corrections.


	
	

	Consequences if not approved:
	unnecessary test cases in eNB SCAS, mismtach between test cases and reference threats, and mis-alignment


	
	

	Clauses affected:
	2, 4.2.2.1.1, 4.2.2.1.2, , 4.2.2.1.3, 4.2.2.1.4, 4.2.2.1.5, 4.2.2.1.6, 4.2.2.1.7, 4.2.2.1.8, 4.2.2.1.9, 4.2.2.1.10, 4.2.2.1.11, 4.2.2.1.12, 4.2.7, 4.3.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




Page 1






[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc19610020]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.117 (Release 15): "Catalogue of general security assurance requirements".
[3]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[4]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
*************** Start of the 2nd Change ****************
[bookmark: _Toc19610030]4.2.2.1.1	Control plane data confidentiality protection
Requirement Name: Control plane data confidentiality protection 
Requirement Reference: TBATS 33.401 [3], clause 5.3.4a
Requirement Description: "The eNB shall provide confidentiality protection for control plane packets on the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4a. 
Threat References: TR 33.926 [4], clause AC.2.2.1 – Control plane data confidentiality protection.
Security Objective Reference: TBA
Test Case:
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc19610031]4.2.2.1.2	Control plane data integrity protection
Requirement Name: Control plane data integrity protection
Requirement Reference: TBATS 33.401 [3], clause 5.3.4a
Requirement Description: "The eNB shall provide integrity protection for control plane packets on the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4a.  
Threat References: TR 33.926 [4], clause AC.2.2.2 – Control plane data integrity protection.
Security Objective Reference: TBA
Test Case:
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc19610032]4.2.2.1.3	User plane data ciphering and deciphering at the eNB 
Requirement Name: User plane data ciphering and deciphering at the eNB 
Requirement Reference: TBATS 33.401 [3], clause 5.3.4
Requirement Description: "The eNB shall cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4.  
Threat References: TR 33.926 [4], clause AC.2.2.3 – User plane data ciphering and deciphering at the eNB.
Security Objective Reference: TBA
Test Case:
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].
Editor’s Note: the execution steps for testing on Uu reference point need to be added. 
[bookmark: _Toc19610033]4.2.2.1.4	User plane data integrity protection
Requirement Name: User plane data integrity protection
Requirement Reference: TBA TS 33.401 [3], clause 5.3.4
Requirement Description: "The eNB shall handle integrity protection for user plane packets for the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4.  
Threat References: TR 33.926 [4], clause AC.2.2.4 – User plane data integrity protection.
Security Objective Reference: TBA
Test Case:
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc19610034]4.2.2.1.5	AS integrity algorithms selection 
Requirement Name: AS algorithms selection
Requirement Reference: TBA TS 33.401 [3], clause 7.2.4.1, TS 33.401 [3], clause 7.2.4.2.1
Requirement Description: " The serving network shall select the algorithms to use dependent on: the UE security capabilities of the UE, and the configured allowed list of security capabilities of the currently serving network entity." as specified in TS 33.401 [3], clause 7.2.4.1".
"Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator." as specified in TS 33.401 [3], clause 7.2.4.2.1.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the eNB selects the algorithms with the highest priority in its configured list. 
Pre-Conditions:
Test environment with the eNB has been pre-configured with allowed security algorithms with priority. 
Execution Steps
1)	The UE sends attach request message to the eNB.
2)	The eNB receives S1 context setup request message.
3)	The eNB sends the SECURITY MODE COMMAND message.
4)	The UE replies with the AS SECURITY MODE COMPLETE message.
Expected Results:
The eNB initiates the SECURITY MODE COMMAND message that includes the chosen algorithms with the highest priority according to the ordered lists and is contained in the UE EPS security capabilities. 
The MAC in the AS SECURITY MODE COMPLETE message is verified, and the AS protection algorithms isare selected and applied correctly.
Expected format of evidence:
Sample copies of the log files.
[bookmark: _Toc19610035]4.2.2.1.6	Verify RRC integrity protection
Requirement Name: The check of RRC integrity
Requirement Reference: TBA TS 33.401 [3], clause 7.4.1
Requirement Description: " The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  " as specified in TS 33.401 [3], clause 7.4.1.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the message is discarded in case of failed integrity check (i.e. faulty or missing MAC-I) is detected.
Pre-Conditions:
Test environment with RRC Protection is activated at the eNB. 
Execution Steps
Positive:
The eNB receives a RRC message with a right MAC-I.
Negative:
The eNB receives a RRC message with a wrong MAC-I or missing MAC-I.
Expected Results:
The RRC message is discarded in the negative test.
Expected format of evidence:
Sample copies of the log files.
[bookmark: _Toc19610036]4.2.2.1.7	The selection of EIA0 
Requirement Name: The selection of EIA0
Requirement Reference: TBA TS 33.401 [3], clause 5.1.4.2
Requirement Description: " EIA0 is only allowed for unauthenticated emergency calls " as specified in TS 33.401 [3], clause 5.1.4.2.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that if AS NULL integrity algorithm is used correctly.
Pre-Conditions:
Test environment with a UE and eNB. The UE may be simulated.
The vendor shall provide documentation describing how EIA0  is disabled or enabled.
Execution Steps
Positive:
1)	The eNB receives a UE security capability only containing EIA0 from S1 context setup message.
2)	The eNB sends AS SMC to the UE.
Negative:
1)	The eNB receives a UE security capability that contains EIA0 and other integrity algorithm(s).
2)	The eNB sends AS SMC to the UE.
Expected Results:
EIA0 is only selected in the Positive test.
Expected format of evidence:
Sample copies of the log files.
[bookmark: _Toc19610037]4.2.2.1.8	Key refresh at the eNB
Requirement Name: Key refresh at the eNB
Requirement Reference: TBA TS 33.401 [3], clause 7.2.9.1
Requirement Description: "Key refresh shall be possible for KeNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc and shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeN. " as specified in TS 33.401 [3], clause 7.2.9.1.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the eNB performs KeNB refresh when PDCP COUNTs are about to wrap around.
Pre-Conditions:
UE may be simulated.
Execution Steps
1)	The eNB sends AS SMC to the UE, and the UE response AS SMC.
2)	UE sends RRC messages or UP messages to the eNB with a PDCP COUNT that is about to wrap around. UE continue sending RRC messages or UP messages with an increasing PDCP COUNT until step 3 occurs or PDCP COUNT wraps around.
3)	The eNB triggers intra-cell handover.
Expected Results:
The eNB triggers intra-cell handover to get a new KeNB.
Expected format of evidence:
Part of log that shows the PDCP COUNT wrap around and the intra-cell handover. This part can be presented for example as a screenshot.
[bookmark: _Toc19610038]4.2.2.1.9	AS Security Mode Command ProcedureVoid
Requirement Name: AS integrity algorithm selection
Requirement Reference: TBA 
Requirement Description: The eNB shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists.
Threat References: clause 7.4.2 of TS 33.401 [3]
Security Objective References: TBA
Test Case: 
Purpose:
Verify that AS integrity protection algorithm is selected and applied correctly. 
Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps:
The eNB sends the SECURITY MODE COMMAND message. The UE replies with the SECURITY MODE COMPLETE message.
Expected Results:
1.	The eNB has selected the integrity algorithm which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities. The eNB checks the message authentication code on the SECURITY MODE COMPLETE message.
2.	The MAC in the SECURITY MODE COMPLETE is verified, and the AS integrity protection algorithm is selected and applied correctly.
Expected format of evidence:
Snapshots containing the result.
[bookmark: _Toc19610039]4.2.2.1.10	Bidding down prevention in X2-handovers
Requirement Reference: TBA TS 33.401 [3], clause 7.2.4.2.2
Requirement Description: "In the path-switch message, the target eNB shall send the UE EPS security capabilities received from the source eNB to the MME." as specified in TS 33.401 [3], clause 7.2.4.2.2."
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that bidding down is prevented in X2-handovers. 
Pre-Conditions:
Test environment with source eNB and target eNB, and the source eNB may be simulated. 
Execution Steps:
The target eNB sends the path-switch message to the MME.
Expected Results:
The UE EPS security capabilitiesy isare in the path-switch message. 
Expected format of evidence:
Snapshots containing the result
[bookmark: _Toc19610040]4.2.2.1.11	AS protection algorithm selection in eNB change
Requirement Name: AS protection algorithm selection in eNB change.
Requirement Reference: TBA TS 33.401 [3], clause 7.2.4.2.2, and clause 7.2.4.2.3
Requirement Description: "The target eNB shall select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB" as specified in TS 33.401 [3], clause 7.2.4.2.2, and clause 7.2.4.2.3.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that AS protection algorithm is selected correctly. 
Pre-Conditions:
Test environment with source eNB, target eNB and MME. Source eNB and MME may be simulated. 
Execution Steps:
Test Case 1:
Source eNB transfers the ciphering and integrity algorithms used in the source cell to the target eNB in the handover request message.
Target eNB verifies the algorithms and selects AS algorithms which have the highest priority according to the ordered lists. Target eNB includes the algorithm in the handover command.
Test Case 2:
MME sends the UE EPS security capability to the Target eNB.
The target eNB selects the AS algorithms which have the highest priority according to the ordered lists in the HANDOVER COMMAND. 
The above test cases assume that the algorithms selected by the target eNB are different from the ones received from the source eNB.
Expected Results:
For both test cases:
1.	The UE checks the message authentication code on the handover command message. 
2.	The MAC in the handover complete message is verified, and the AS integrity protection algorithm is selected and applied correctly.
Expected format of evidence:
Snapshots containing the result.
[bookmark: _Toc19610041]4.2.2.1.12	RRC and UP downlink ciphering at the eNBVoid
Requirement Name: RRC and UP downlink ciphering at the eNB.
Requirement Reference: TBA
Requirement Description: "The eNB shall start RRC and UP downlink ciphering after sending the AS security mode command message" as specified in TS 33.401 [3], clause 7.2.4.5. 
Threat References: TBA
Security Objective Reference: TBA
Test Case:
Test Name: TC_eNB_DL_Cipher
Purpose: To verify that the eNB performs RRC and UP downlink ciphering after sending the AS security mode command message.
Pre-Condition: 
-	The UE and eNB network products are connected in the test environment. UE may be simulated. 
-	The tester shall have access to the AS security context and the corresponding cryptographic keys (e.g. RRC and UP cipher keys).
-	The tester have access to Uu interface and ability to capture the Uu interface messages with the debug port enabled in the UE.
Execution Steps:
1)	The tester shall POWER ON the UE to trigger the registration procedures (Attach and SMC).
2)	The tester performs packet capturing over the Uu interface using any packet analyser.
3)	The tester filters the AS SMC command message and the following RRC and UP downlink packets from eNB to UE.
4)	The tester proceeds the testing based on the parameters (algorithm identifier and algorithm distinguisher) present in the AS SMC command message.
	Case 1: If the parameters refer to null ciphering algorithm, the tester verifies that the downlink packets filtered in step 3 are unciphered.
	Case 2: If the parameters refer to algorithms such as SNOW, AES, ZUC, the tester verifies that the downlink packets filtered in step 3 are ciphered.
The tester also checks if the packets are ciphered in accordance with the selected algorithm stated in the AS SMC command message.  
NOTE:	The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2]. 
Expected Results:  
-	The downlink packets following the AS SMC command message are ciphered except NULL ciphering algorithm case.
Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot contains the operation results.
*************** Start of the 3rd Change ****************
[bookmark: _Toc19610045][bookmark: _Toc17993989]4.2.3	Technical baseline
[bookmark: _Toc19610046]4.2.3.1	Introduction
The present clause provides baseline technical requirements.
[bookmark: _Toc19610047]4.2.3.2	Protecting data and information
[bookmark: _Toc19610048]4.2.3.2.1	Protecting data and information – general
There are no eNB-specific additions to clause 4.2.3.2.1 of TS 33.117 [2].
[bookmark: _Toc19610049]4.2.3.2.2	Protecting data and information – unauthorized viewing
There are no eNB-specific additions to clause 4.2.3.2.2 of TS 33.117 [2].
[bookmark: _Toc19610050]4.2.3.2.3	Protecting data and information in storage
There are no eNB-specific additions to clause 4.2.3.2.3 of TS 33.117 [2].
[bookmark: _Toc19610051]4.2.3.2.4	Protecting data and information in transfer
There are no eNB-specific additions to clause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc19610052]4.2.3.2.5	Logging access to personal data
The requirement and testcases in clause 4.2.3.2.5 of TS 33.117 [2] is not applicable to eNB network product.
[bookmark: _Toc19610053]4.2.3.3	Protecting availability and integrity
There are no eNB-specific additions to clause 4.2.3.3 of TS 33.117 [2].
[bookmark: _Toc19610054]4.2.3.4	Authentication and authorization
There are no eNB-specific additions to clause 4.2.3.4 of TS 33.117 [2].
[bookmark: _Toc19610055]4.2.3.5	Protecting sessions
There are no eNB-specific additions to clause 4.2.3.5 of TS 33.117 [2]. 
[bookmark: _Toc19610056]4.2.3.6	Logging
There are no eNB-specific additions to clause 4.2.3.6 of TS 33.117 [2]. 
[bookmark: _Toc19610057]4.2.4	Operating systems
eNB-specific additions to clause 4.2.4 of TS 33.117 [2] are:
For the requirement defined in clause 4.2.4.1.1.2	Handling of ICMP of TS 33.117[2]:
-	 Echo Reply can be sent by default. 
-	In case of remote base station auto deployment, Router Advertisement can be processed. 
Apart from the above exceptions, there are no eNB-specific addtions to clause 4.2.4 of TS 33.117 [2]. 
[bookmark: _Toc19610058]4.2.5	Web servers
There are no eNB-specific additions to clause 4.2.5 of TS 33.117 [2].
[bookmark: _Toc19610059]4.2.6	Network devices
[bookmark: _Toc19610060]4.2.6.1	Protection of data and information
There are no eNB-specific additions to clause 4.2.6 of TS 33.117 [2]. 
[bookmark: _Toc19610061]4.2.6.2	Protecting availability and integrity
[bookmark: _Toc19610062]4.2.6.2.1	Packet filtering
There are no eNB-specific additions to clause 4.2.6.2.1 of TS 33.117 [2].
[bookmark: _Toc19610063]4.2.6.2.2	Interface robustness requirements
There are no eNB-specific additions to clause 4.2.6.2.2 of TS 33.117 [2].
[bookmark: _Toc19610064]4.2.6.2.3	GTP-C Filtering
The requirement and test case in clause 4.2.6.2.3 of TS 33.117 [2] isare not applicable to eNB network products.
[bookmark: _Toc19610065]4.2.6.2.4	GTP-U Filtering
There are no eNB-specific additions to clause 4.2.6.2.4 of TS 33.117 [2].
[bookmark: _Toc19610066]4.2.7	Other security functional requirements on the eNodeBVoid
There are no eNB-specific additions to clause 4.2.7 of TS 33.117 [2]. 
*************** Start of the 4th Change ****************
[bookmark: _Toc19610067]4.3	eNodeB-specific adaptations of hardening requirements and related test cases
[bookmark: _Toc19610068]4.3.1	Introduction
The present clause contains eNodeB-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19610069]4.3.2	Technical Baseline
There are no eNB-specific additions to clause 4.3.2 of TS 33.117 [2].
[bookmark: _Toc19610070]4.3.3	Operating Systems
There are no eNB-specific additions to clause 4.3.3 of TS 33.117 [2].
[bookmark: _Toc19610071]4.3.4	Web Servers
There are no eNB-specific additions to clause 4.3.4 of TS 33.117 [2].
[bookmark: _Toc19610072]4.3.5	Network Devices
There are no eNB-specific additions to clause 4.3.5 of TS 33.117 [2].
[bookmark: _Toc19610073]4.3.6	Other eNodeB-specific adaptations of hardening requirements and related test cases Void
There are no eNB-specific additions to clause 4.3.6 of TS 33.117 [2].
*************** End of the Changes ****************

