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[bookmark: _Toc19634577]**** START OF CHANGES ****
[bookmark: _Toc11226270]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
>>>> Skip
[21]	3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".
>>>> Skip
[42]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[43]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[aa]	3GPP TS 38.300: "NR; Overall description; Stage-2".
[gg]	3GPP TS 36.423: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); X2 Application Protocol (X2AP)".
**** NEXT CHANGE ****
[bookmark: _Toc11226274]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
>>>> Skip
HO	Hand Over
HSS	Home Subscriber Server
IAB	Integrated Access and Backhaul
IK	Integrity Key
IKE	Internet Key Exchange

>>>> Skip
**** NEXT CHANGE ****
[bookmark: _Toc11226503][bookmark: _Toc11226552]Annex X (normative):
Security for Integrated Access and Backhaul in EN-DC
[bookmark: _Toc11226504]X.1	Introduction
In an IAB (Integrated Access and Backhaul) architecture, the IAB-node can access the network using either standalone mode or EN-DC mode. Overall description of IAB feature in standalone mode is in 3GPP TS 38.300 [aa]. The EN-DC specific details are defined in 3GPP TS 36.331 [21], TS 36.413 [42], and TS 36.423 [gg].
When using the EN‑DC mode, as shown in Figure X.1-1, the IAB-node connects via E-UTRA to a MeNB, and the IAB‑donor terminates X2-C as SgNB. 
[image: ]
Figure X.1-1: IAB architecture when IAB-node is using EN-DC 
The present document only deals with security aspects of IAB in the EN-DC mode. The security aspects of IAB in standalone mode (including authentication and authorization of IAB-nodes, and security of F1 interfaces) are defined in 3GPP TS 33.501 [43].
X.2	Authentication and authorization of IAB-nodes
For authentication and authorization described in this clause, the IAB-node plays the role of a UE and a summary is illustrated in Figure X.2-1.
[image: ]
Figure X.2-1: Summary of authentication and authorization of IAB-nodes 
-	The indication of being an IAB-node is signalled from the IAB-node to the eNB as defined in 3GPP TS 36.331 [21].
-	This indication is signalled from the eNB to the MME as defined in 3GPP TS 36.413 [42].
-	Mutual authentication between the IAB-node and the EPC supporting the IAB architecture shall be performed using the authentication and key agreement procedure defined in the clause 6.1 of the present document.
-	After successful authentication and validity check, the indication that the IAB-node is authorized is signalled from the MME to the eNB as defined in 3GPP TS 36.413 [42].
-	During EN-DC procedures, the indication of IAB-node is signalled from the MeNB to the SgNB as defined in 3GPP TS 36.423 [gg].
-	During handover procedures, the indication of IAB-node is signalled from the one eNB to another eNB as defined in 3GPP TS 36.423 [gg].
**** END OF CHANGES ****
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