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1
Decision/action requested

It is proposed to approve the additional conclusions on Key management for inclusion in TR 33.835 [1].
2
References

[1]
3GPP TR 33.835, Study on authentication and key management for applications; based on 3GPP credential in 5G, v 1.0.1
3
Rationale

This contribution proposes additional conclusions on key management to be included in clause 6.2.1 of TR 33.835 [1]).
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.835 [1].
***
BEGIN CHANGES
***

6.2
Evaluation and conclusion on key management
6.2.1
Evaluation and conclusion on Key lifetimes (Key issue #12)
Solution #25 is recommended for normative work for key lifetimes. This solution recommends using implicit lifetime for the anchor key and explicit lifetimes for the application keys. 

It is proposed that application keys can continue to be used until their lifetimes expire even when there is a new anchor key established. When the application key lifetime expires, a new application key is established using the new anchor key. This property does not meet the requirement in the key issue that states that the lifetime of the derived sub-keys shall not exceed the lifetime of the anchor key. However, since there is no explicit lifetime of the anchor key there is no strict security need to change the application key when the anchor key is changed. 
Because of implicit lifetimes for anchor keys, the requirement in the key issue about key renegotiation is only applicable for application keys, not anchor keys.
To handle the case where the re-authentication is unsuccessful, a notification procedure is needed that enables the AUSF to notify the Anchor function that the UE is no longer authenticated. The anchor function can then choose to delete the anchor key and/or notify the application functions. 
Details on the interface between AUSF and the Anchor function is left for normative work. 

Details on the notification between the Anchor function and the Application functions, and any subsequent key management is left for normative work. 

Details on notification and subsequent key management within the UE is left for normative work. 
***
END OF CHANGES
***
