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**** START OF CHANGES ****
2
References
>>> skip
[x]
3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[y]
3GPP TS 38.305: "Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN".
**** NEXT CHANGES ****
3.2
Abbreviations

>>> skip
KSISRVCC
Key Set Identifier for Single Radio Voice Continuity
LCS
LoCation Services
LI
Lawful Intercept
>>> skip
**** NEXT CHANGES ****
Annex X (normative):
Security and privacy in 5G system location services 

X.1
General
For security and privacy in 5GS LCS (5G System Location Services), the mechanisms defined in 3GPP TS 23.273 [x], 3GPP TS 38.305 [y], and the present document apply.
X.2
WLAN positioning

The names of reference Service Set Identifier (SSID) should be have a distinct prefix for example "eLCS_WLAN_OPT_IN_<ssid>". 
For the positioning modes that require the UE to send WLAN measurements to the network (e.g., UE-assisted), the network shall provide a list of the Basic Service Set Identifier (BSSID) and/or the Service Set Identifier (SSID) to UE.  The BSSIDs and SSIDs in this list may be exact values or patterns. 
If the UE receives this list from the network, the UE shall send only those WLAN measurements to the network whose BSSIDs and/or SSIDs match the ones (values or patterns) indicated in the received list. 
If the UE does not receive this list from the network, the UE shall not send any WLAN measurements to the network.
NOTE 1:
It is upto the network deployment to ensure that the reference WLAN APs are physically secure and tamper resistant.
NOTE 2:
In the present document, it is upto the network implementation to ensure that potentially spoofed BSSIDs and SSIDs received from the UE are detected and excluded.



X.3
Bluetooth positioning

The names of reference Bluetooth device-name (Local Name) should be have a distinct prefix for example "eLCS_BT_OPT_IN_<local_name>". 

For the positioning modes require the UE to send Bluetooth measurements to the network (e.g., UE-assisted), the network shall provide a list of Bluetooth public-address (MAC address) and Bluetooth device-name (Local Name) to UE. The Bluetooth public-addresses and Bluetooth device-names in this list may be exact values or patterns.
If the UE receives this list from the network, the UE shall send only those Bluetooth measurements to the network whose Bluetooth public-addresses and/or Bluetooth device-names match the ones (values or patterns) indicated in the received list. 
If the UE does not receive this list from the network, the UE shall not send Bluetooth measurements to the network.
NOTE 1:
It is upto the network deployment to ensure that the reference Bluetooth devices are physically secure and tamper resistant.
NOTE 2:
In the present document, it is upto the network implementation to ensure that potentially spoofed Bluetooth public-addresses and Bluetooth device-names received from the UE are detected and excluded.
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