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1
Decision/action requested

It is proposed to approve this conclusion for KI#1 in TR 33.861
2
References

N/A
3
Rationale

Removing Editor’s Notes to clean up the TR as they are now obsolete. 
4
Detailed proposal

***** Start of Change *****

4
Security aspects of the CIoT features in the 5G System

4.1
Background
The architectural study in TR 23.724 [2] addresses two new 5G features related to service delivery for CIoT capable UEs. The first feature is for the infrequent transmission of small data. It is targeted at constrained, low power and low rate UEs. The solution for this feature makes use of the NAS signalling to transport the data similarly to the Data over NAS (DoNAS) feature in EPS. The second feature is for the frequent transmission of small data and is targeted at more active UEs. It is expected that the final solution for this feature will be based on a mixture of an enhanced version of RRC inactive with early data and the EPS resume suspend feature for Narrow Band IoT (NB-IoT). Since both features are based on the EPS ones, it is natural to expect similar security impact on the 5GS to support them.


4.2
 High level potential security requirements

The security aspects shall be based on the CIoT architecture referring to TR 23.724 [2] where E-UTRAN (i.e. both WB-E-UTRA and NB-IoT) is connected to 5GC via N2/N3. 

UEs used for CIoT in 5GS shall comply with the security features and security requirements in TS 33.501[8].
***** Next Change *****
6.13.2.2

Frequent small data communication
Frequent small data is transferred over the user plane in all solutions and the UE returns in RRC-INACTIVE/RRC-SUSPEND (depending on the solution) after small data transmission. The RAN keys are refreshed after each transition to RRC-CONNECTED mode. Stationary UEs may have always the same PCI and ARFCN-DL/EARFCN-DL, thus for key derivation at state transition only the NH and NCC value can be varied. For this reason, the RAN shall start a counter for INACTIVE/SUSPEND transitions and once the counter exceeds the limit based on operator policy, the RAN shall initiate a complete new key refresh, e.g. the RAN shall send an <RRC Connection Setup> message on SRB0 to the UE in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE.

6.13.3
Evaluation

The proposed solution fulfils the potential security requirements given in the related key issue #7.

***** Next Change *****
7.9
Key Issue 9: Protection of NIDD interfaces
Solution 8 is recommended for normative work to support protection of NIDD interfaces.


***** End of Change *****

