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1
Decision/action requested

It analysis the necessity to establish security study of eNA phase 2 work and collect feedbacks.
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 [1]
3GPP S2-1906722 New SID: Study on Enablers for Network Automation for 5G - phase 2

[2]
3GPP TR23.791v16.2.0 Study of Enablers for Network Automation for 5G (Release 16).

[3]
3GPP TR23.700-91 v0.1.0 Study on Enablers for Network Automation for 5G - phase 2 (Release 17)
[4]
3GPP TS 23.288 v16.1.0
Architecture enhancements for 5G System (5GS) to support network data analytics services
3
Discussion
SA2 has started eNA phase 2 study with SID S2-1906722 [1] which is approved at SA#84 meeting. Furthermore, the SID is recognized as high priority work in SA2.
Based on their SID, the output will be sent for information at Dec.2019 and sent for approval at March, 2020. We would like to propose security study in next meeting, waiting SA2’s progress. And it is better to collect feedback in this meeting for its necessity and objective.
3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Security aspect of enablers for Network Automation for 5G - phase 2  
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … {Tick one box. "Feature / Building Block / Work Task" form a hierarchical structure. E.g. no Building Block can be proposed without a corresponding parent Feature. The full structure of all existing Work Items is shown in the 3GPP Work Plan in ftp://ftp.3gpp.org/Information/WORK_PLAN } 
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2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	840022
	New SID: Study on Enablers for Network Automation for 5G - phase 2
	Architecture and procedure study for eNA – phase 2


Dependency on non-3GPP (draft) specification: 
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Justification

SA2 has started eNA phase 2 study with SID S2-1906722 [1] which is approved at SA#84 meeting. Furthermore, the SID is recognized as high priority work in SA2. 

In this study, we noticed that some objective may have security issues, as following:
In S2-1906722 [1], the object 1 includes studying the potential enhancements and new scenarios including KI#13: UE driven analytics. After investigating such issue and related scenario in TR23.791 [2], it describes that “Examples of data that the UE can provide are positioning information (e.g. collected from inertial sensors of the UE, geo-referenced radio data from Wi-Fi), user profiling info (e.g. when a UE changes environment from outdoor to indoor, or from vehicular to pedestrian mode).” Furthermore, currently in SA2’s TR23.700-91 [3], key issue #2 has involved “UE mobility analytics and UE communication analytics” for NWDAF analytics. That means UE related data will be collected and analysed by NWDAF. Privacy aspect of such data collection should be considered carefully.
The object 1 also includes “

•
Study whether we need the following functionalities and derive the related architecture enhancement to support:

-
Multiple NWDAF Instances in one PLMN including hierarchies, roles and inter-NWDAF instance cooperation

-
Inter PLMN Roaming and Inter Region Roaming  ”
In case of inter PLMN roaming and inter region roaming, security issues may be raised as data collected transferring between different NWDAFs/NWDAF instances in different PLMN/region.  Privacy aspect of such data should be considered carefully, e.g. the positioning information may be leaked when transferred to NWDAF or from NWDAF.
Based on above analysis, it means NWDAF can gather UE or NF specified statistical information from other NFs to analysis current UE or network performance. Those informations are sensitive, thus, special security requirement for NWDAF is needed, such as secure storage of sensitive data, secure execution of data analysing, etc.

In addition, based on the selected data, NWDAF can be also used for security analysis, e.g. as depicted in clause 6.7.5 in TS 23.288 [4], R16 eNA has already been used for abnormal behaviour related network data analytics. Input data, abnormal output and suggested security handling based on the output are specified. Thus, in R17, further security analysis may be considered, e.g. SMS spam, etc.
To study security issue, the potential workflow may use the experience of TR 23.791 [2]:

1. Propose security use case to study the necessity.

2. Propose key issue to identify security threat for the security use case if the case is agreed. 

3. Propose solution for the key issue. The solution may clarify input data, expected output and suggested security handling. 
4. Detail data collection call flow will be defined in SA2 if the solution is agreed.
4
Objective

The objectives of this SI are to:

-
Study privacy aspect for data collection from UE side

-
Study potential security issues  in new NWDAF architecture, including inter-NWDAF/NWDAF instances, inter region, inter PLMN, etc.
-
Study potential security requirements for NWDAF to address security issues identified
-
Study candidate security solution to fulfil security requirement.
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Expected Output and Time scale

	New specifications 

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	TR33.xyz
	Security aspect study on Enablers for Network Automation for 5G - phase 2
	Sep. 2020
	Dec. 2020
	


	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Qi Minpeng, China Mobile, qiminpeng@chinamobile.com 
7
Work item leadership

SA3

8
Aspects that involve other WGs
SA2 is responsible for possible architectural impact.
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Supporting Individual Members
	Supporting IM name

	China Mobile

	

	

	

	

	


