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**** START OF CHANGES ****
x
Security procedures for network slices

x.x.1 General

This clause specifies the security procedures for network slices.

x.x.2 Authorization for network slice access




The prerequisite to perform a network slice specific authentication and authorization procedure is a successful primary authentication as depicted in Figure 6.X.2- 1. When the prerequisite is fulfilled, and a slice requires slice specific authentication the UE can perform a slice specific authentication and authorization procedure as described in clause X.X.3 to successfully gain access to the slice.
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Figure 6.X.2- 1 Prerequisite to NSSAA
Step 1: UE sends Registration Request to the network. UE will include the list of S-NSSAIs corresponding to the network slices it is interested in to get authenticated and authorized for access and service.

Step 2: If the UE is not already authenticated, the UE and the network perform primary authentication of the UE, either using the 5G AKA procedure or EAP-AKA’ procedure. After a successful primary authentication, during the AMF registration and subscription data management operations with UDM, the AMF will have a list of subscribed S-NSSAIs for the UE and an indication of the S-NSSAIs subject to NSSAA. 
Step 3: The AMF sends Registration Accept message to the UE. Based on the subscription information received from the UDM, the message contains the list of allowed S-NSSAIs except the ones which require Slice specific authentication.
Step 4: UE sends Registration Complete message, indicating the successful completion of primary authentication.

If the UE had indicated its support for Network Slice-Specific Authentication and Authorization Procedure in the UE MM Core Network Capability in Registration Request, based on the subscription information received from UDM, the AMF initiates slice specific authentication, for all the slices which require slice specific authentication. The EAP based authentication is performed over securetransport messages for the slice specific authentication and authorization as described in clause X.X.3
***
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