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1
Decision/action requested

This document proposes to add abbreviations and editorial changes to TR 33.835. SA3 is kindly requested to approve this doc.
2
References

 [1]
3GPP TR 33.835, v 1.1.0.
3
Rationale

This document proposes to add abbreviations and editorial changes to TR 33.835.
4
Detailed proposal

***
BEGIN CHANGE
1***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

5GS
5G System

5GC
5G Core
AApF
AKMA Application Function
AAuF
AKMA Authentication Function
ABBA
Anti-Bidding down Between Architectures
AKA
Authentication and Key Agreement
AKAF
AKMA Anchor Function
AKMA
Authentication and Key Management for Applications

AKMA AF
AKMA Application Function

AKRS
AKMA Key Repository Service
AMF
Access and Mobility Management Function

AP
Application Processor
APDU
Application Protocol Data Unit
ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function
AUTN
AUthentication TokeN

AV
Authentication Vector 
BEST
Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices
BSF
Bootstrapping Server Function
CK
Cipher Key
CoAP
Constrained Application Protocol 
DoS
Denial of Service

EAP
Extensible Authentication Protocol
EAPoL
EAP over LANs
EMSK
Extended Master Session Key
EPS
Evolved Packet System
FQDN
Fully Qualified Domain Name
GBA
Generic Bootstrapping Architecture

GAA
Generic Authentication Architecture
GUTI
Globally Unique Temporary UE Identity

GPSI
Generic Public Subscription Identifier

HPLMN
Home Public Land Mobile Network
HRES
Hash RESponse

HSS
Home Subscriber Server
HTTP
HyperText Transfer Protocol
HXRES
Hash eXpected RESponse
IK
Integrity Key
KDF
Key Derivation Function
ME
Mobile Equipment

MME
Mobility Management Entity
MQTT
Message Queuing Telemetry Transport
ngKSI
Key Set Identifier in 5G
NAF
Network Application Function
NAI
Network Access Identifier

NAS
Non Access Stratum 

NEF
Network Exposure Function

NF
Network Function
OBU
On Board Unit

PANA
Protocol for Carrying Authentication for Network Access

PDCP
Packet Data Convergence Protocol
PLMN
Public Land Mobile Network
RES
RESponse
SBA
Service Based Architecture
SE
Secure Element

SEAF
SEcurity Anchor Function
SoR
Steering of Roaming
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 
UDM
Unified Data Management
UE
User Equipment
UICC
Universal Integrated Circuit Card
UMTS
Universal Mobile Telecommunications System
USIM
Universal Subscriber Identity Module

UPF
User Plane Function
XRES
eXpected RESponse
***
END CHANGE
1***
***
BEGIN CHANGE
2***
4.1
Key Issue#1: Security Anchor
4.1.1
Issue detail

The GBA/GAA features specified in TS 33.220 [2] leverage the EPS/UMTS authentication infrastructure (especially the HSS) to provide the security between the UE and an application function in the network with which the UE interacts on the User Plane. It should be noted that GBA uses UMTS AKA and that the HSS provides the CK/IK to the BSF instead of KASME.

Figure 4.1.1-1 below shows the architecture of the features. GBA allows mutual authentication and the establishment of shared keys between the UE and BSF over the Ub interface. GAA, on the other hand, enables using such shared keys for protecting the access to a NAF. In principle, GBA keys can be used to secure any protocol between a UE and a NAF over the Ua interface.
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Figure 4.1.1-1: GBA and GAA reference architecture from TS 33. 220 [2]

Since the AKMA feature is intended to leverage the 5GS authentication infrastructure to provide similar services, it is understood that GBA/GAA would be one of the starting points for the architectural design of AKMA. However, due to differences between the 5GS and EPS/UMTS there is no direct equivalent of the BSF and HSS in the 5GC. These differences include, but are not limited to, the following:

-
The subscription data including the AKA credentials are stored in the UDM. However, it is another function, the AUSF, that is directly involved in the Primary Authentication procedure towards the serving PLMN.

-
The Primary Authentication procedure establishes a shared key (KAUSF) between the UE and the AUSF while no such key exits in the EPS key hierarchy.

-
The Primary Authentication is terminated in the AUSF by comparison to EPS where it is terminated in the MME.

-
All the internal interfaces in the 5GC are SBA-based by comparison to the DIAMETER-based Zh and Zn interfaces in GBA.

As shown in Figure 4.1.1-2, the AKMA architecture will naturally include an AKMA Application Function with which the UE communicates over the User Plane. The AKMA AF interacts with an anchor function, the BSF-equivalent, in the 5G Core. It is only logical to assume that such an anchor function is needed to authenticate the UE and potentially to provide key management services towards the AKMA AF.
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Figure 4.1.1-2: Role of the anchor function in the AKMA architecture

Editor’s Note: Figure for non-standalone scenario is FFS.

Therefore, solutions to this key issue must address the following aspects.

-
How the anchor function is realized.

-
The interfaces involving the anchor function, the UE, the AKMA AF and other 5GS functions.

-
The procedures flow for the UE authentication and the management of the resulting bootstrapped keys used to secure the communication between the UE and the AKMA AF.

***
END CHANGE 2***
***
BEGIN CHANGE
3***
4.6
Key Issue #6: Secure communication between UE and application server
4.6.1
Issue details
In current BEST[3] and GBA[2] solutions, 3GPP network is responsible to derive keys from the root subscriber authentication key K (e.g., KE2Menc, KE2Mint , Ks_(int/ext)_NAF) for UE and application server. However, the application server may not want to use the key derived from the 3GPP network authentication key K. The application server may have a policy requiring the use of its own independently generated key (e.g., application specific key), but still require the use of features provided by the 3GPP network to distribute such a key. The proposed mechanism can satisfy the demand of application providers who do not wish to establish the secure connection by using only a 3GPP credential. 
In some scenarios, such as when the UE sends sensitive data to application server, the application security policy may require that the 3GPP network operator does not have accesses to that data. In addition, the services provided by the application server may be accessed by multiple applications. Therefore, it is desirable that a solution that addresses this key issue supports establishment of separate application specific keys for each application that are served by the application server.

4.6.2
Security threats
3GPP network may get access to sensitive data transferred between UE and applications which is protected by the key derived from 3GPP network, or from 3GPP network and a pre-shared key (i.e., non-3GPP credential) if the pre-shared key gets compromised.

4.6.3
Potential security requirements
The UE and the application server shall be able to derive a session key for end-to-end security based on keys derived from the 3GPP network such that the 3GPP network is not able to access sensitive data transferred between UE and the application server.

Editor’s note: It is FFS whether this requirement should be left to applications, or whether it should be specified by 3GPP.

***
END CHANGE 3***
***
BEGIN CHANGE
4***
4.17
Key Issue #17: AKMA push

4.17.1
Issue details

The GBA push feature specified in TS 33.223 [13] is a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. With the GBA push, the NAF can share a secret key with the UE, and to push messages to UE securely. 

Considering that the push mechanism is an efficient way for the message transmission initiated by application function, and the interworking operation between AKMA and GBA for backward compatibility, it would be beneficial to support the push mechanism for the AKMA. 

However, the GBA push security solution cannot be reused here. In this study, AKMA has defined different authentication procedures compared with authentication method specified in GBA, e.g., EAP AKA’, 5G AKA, etc. The push information generated based on the different authentication procedures shall be identified by the UE. Another difference would be that the keys already specified (e.g., KAUSF) in TS 33.501 may be reused in AKMA to generate the AKMA anchor key. Therefore, a new security mechanism for the AKMA anchor function to generate the AKMA push information and for the UE to verify push information are required.

4.17.2
Security Threats
Not applicable.

4.17.3
Potential security requirements

The system shall support the secure AKMA key push framework
***
END CHANGE 4***
***
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5.6
Solution #6: Transport independent procedure using existing protocols by introducing a protocol transfer gateway

5.6.1
Introduction
To keep AKMA features applying for as many types of IoT devices as possible, a protocol transfer gateway/proxy can be introduced aiming at converting messages and communicating with terminals using different protocols. . In this solution, the AKMA architecture involving an AKMA transfer gateway (APTG) is introduced, corresponding procedures are proposed as well.
5.6.2
Solution details

5.6.2.1
Architecture reference model
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Figure 5.6.2.1-1: AKMA architecture reference model
5.6.2.1.1
Entities 
-
AKMA Authentication Function (AAuF): the anchor function in AKMA is named as AAuF (AKMA Authentication Function). The AAuF interacts with the UE via the AKMA Protocol Transfer Gateway (APTG) over Service-Based interfaces. 
-
AKMA Application Function (AApF): interact with AAuF for AKMA application specific keys.
-
AKMA Protocol Transfer Gateway (APTG): APTG translates messages between UE and AAuF. Since the UEs can be any of the devices running different application layer protocols of IoT (like MQTT，CoAP，etc.). APTG converts UE originated application messages to HTTP messages for AAuF processing. Similarly, APTG translates the messages sending from AAuF to UEs according to the UE types. In case of adding more IoT terminals based on different protocols, only the APTG is required to be upgraded.
Editor’s Note: Whether APTG is part of AAuF is FFS.
5.6.2.1.2
Service based interfaces
Nausf: Service-based interface exhibited by AUSF.
Naauf: Service-based interface exhibited byAAuF.
Naapf: Service-based interface exhibited by AApF.
Naptg: Service-based interface exhibited by APTG.
5.6.2.2
Procedures
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Figure 5.6.2.2-1: Authentication procedure
Step 1-2: UE and AApF agree on the use of AKMA with UE sending a request message including its application layer user ID to AApF, AApF then indicates the use of AKMA services by sending a response message, asking the UE to initiate the authentication request.
Step 3-8: The authentication procedure is initiated by the UE sending a Request message to the AAuF via APTG. APTG performs a “syntax” translation between the UE originated protocol and HTTP/HTTPS. Upon receiving the request from UE, APTG simply translates the message to HTTP/HTTPS message and forward it to AAuF. AUSF executes the authentication by checking the stored authentication result of requesting UE, where the result is obtained from the primary authentication. If the UE is legitimate, AUSF derives the intermediate key from KAUSF for AKMA use, which is KAKMA, and sends it to AAuF. Using KAKMA, AAuF derives the application specific key KAApF and keeps it in storage for subsequent use. AAuF generates a temporary identity named TID for the user, sends it to the UE via APTG along with the key lifetime of KAApF.
Step 9-12: UE derives the KAApF and initiates the AKMA use request message carrying TID to AApF. AApF asks AAuF for KAApF and its lifetime, indicating the UE of the use of KAApF by  sending a response message.
Editor’s Note: It’s FFS how the procedure is implemented with at least one of the binding protocols.
5.6.3
Evaluation
This solution addresses key issue #1, #2, #3, #4. 
It proposes to introduce a protocol transfer gateway into AKMA architecture based on solution #2, thus makes it possible for AKMA services being applied to every kind of IoT devices using different application protocols. Besides, this solution leverages AUSF to directly authenticate UEs without running a separate authentication procedure. 
One of the advantages of this solution is it applies to all the IoT devices no matter what application protocols they are using. Another benefit of this solution is that it resues the KAUSF and avoids running another AKA procedure, which simplifies the authentication procedures.
However, this solution requires additional stage 3 protocol design on interfaces between APTG and AAuF if they are separate network functions.
***
END CHANGE 5***
***
BEGIN CHANGE
6***
5.19
Solution #19: Reusing KAUSF for AKMA

5.19.1
Introduction
This solution addresses KI#1, KI#2, KI#3, KI#4 and KI#5.

5.19.2
Solution details
This solution introduces two new functions to 5GC:

· AKMA Authentication Function (AAuF)

· AKMA Application Function (AApF)


[image: image5.emf]UE

AApF

5GC

UDM

AUSF

SEAF

AAuF

Ua*

SBI


Figure 5.19.2-1: AKMA Architecture that reuses KAUSF
In this solution, no separate authentication is performed to support AKMA functionality. Instead, it reuses the 5G primary authentication for AKMA purposes. Therefore, it is assumed that the UE had successfully registered to the 5G core before invoking AKMA services. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.

The KAUSF is used for the following AKMA purposes:

1. Deriving a KAUSF key identifier from KAUSF at the UE and the AUSF. The KAUSF key identifier is stored by the AUSF along with the KAUSF. The derived key identifier is transported from the UE in NAI format to the AApF where the “username” part of the NAI includes the UE’s KAUSF key identifier and the “realm” part is set to home network identifier identifying the AUSF in the home network that holds KAUSF. If the AApF does not have context associated with the key identifier, then the AApF sends a request to AAuF with the key identifier to request AKMA keys for the UE. The KAUSF key identifier is equivalent to the B-TID in GBA and identifies the KAUSF key of the UE from which other AKMA keys are derived.

2. Deriving a key KAKMA at the UE and the AUSF. The AUSF sends KAKMA to the AAuF. KAKMA is equivalent to key Ks for GBA in TS 33.220)

Both the AAuF and the UE use KAKMA to derive application specific keys needed for AKMA Application Functions (AApFs) in similar manner as for NAFs in GBA. This implies that existing GBA-based Ua protocols can be mostly reused (with necessary adaptations) by the UE and the AApF with AKMA and is denoted as Ua* interface.

Editor’s Note:  Derivation of AKMA specific keys and the key identifier are FFS.
In this solution, the AKMA keys can only be refreshed by running a fresh primary authentication. This means that the AKMA key lifetime(s) cannot be shorter than the time interval between primary authentications.

Editor’s Note: It is FFS whether there is a need to refresh AKMA keys more often than the 5G primary authentication.
5.19.3
Evaluation
This solution reuses primary authentication and the key KAUSF for AKMA, thus avoiding the need to perform a separate authentication for AKMA.

This solution supports user privacy as SUPI is never sent by the UE to the network. The derived KAUSF key identifier is also used by the AApF to identify the UE.

***
END CHANGE 6***
***
BEGIN CHANGE
7***
6.2
Evaluation and conclusion on key management
6.2.1
Evaluation and conclusion on Key lifetimes (Key issue #12)
Solution #25 is recommended for normative work for key lifetimes. This solution recommends using implicit lifetime for the anchor key and explicit lifetimes for the application keys. 

It is proposed that application keys can continue to be used until their lifetimes expire even when there is a new anchor key established. When the application key lifetime expires, a new application key is established using the new anchor key. This property does not meet the requirement in the key issue that states that the lifetime of the derived sub-keys shall not exceed the lifetime of the anchor key. However, since there is no explicit lifetime of the anchor key there is no strict security need to change the application key when the anchor key is changed. 
Because of implicit lifetimes for anchor keys, the requirement in the key issue about key renegotiation is only applicable for application keys, not anchor keys. 
6.3
Evaluation and conclusion on interfaces and protocols
For key issue #2, it’s recommended to use the idea of solution #15, #19, #23 (i.e. to only have an AKMA related user plane connection between UE and Application Functions) to address the transport independent protocol issue. 
Note: The AKMA Application Function is replaced by Application Function here.
Editor’s Note: Conclusions for other relevant key issues or other aspects of interfaces and protocols are to be added.6.4
Evaluation and conclusion on privacy
For key issue#5, it’s recommended to use the idea of solution #19 and solution #23 of generating an identifier to bind the user identity to the keying material as the basis for normative work. Detailed design on how this identifier is generated and to which key it is associated will be done according to the AKMA procedures in normative work.
***
END CHANGE 7***
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