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1
Decision/action requested

This document proposes to introduce a new solution for authorization in the delegated "Subscribe-Notify" interaction scenarios in TR33.855.
2
References

[1]
3GPP TS 23.501 v16.2.0: “System Architecture for the 5G System (5GS); Stage 2(Release 16)”.
[2]
3GPP TS 29.518 v16.0.0: “5G System; Access and Mobility Management Services; Stage 3 (Release 16)”.

3
Rationale
As discussed during the SA3#96ad-hoc meeting, two contents were added to the evaluation part of the solution#15:
“How does the NRF verify that Notification URI of the intended NF Consumer belongs to the NF instance ID of the intended NF Consumer is not described in the solution. For example  in step 0 NF_C could give the wrong notification URI, or in Step 1 NF_A could give wrong notification URI. 

Additional signaling overhead to the intended NF Consumer are needed to verify the token (steps 6 and 7), which may have some impact on SA2 procedure. These are shall be optional.”
For the verification of the Notification URI of the intended NF Consumer, mutual authentication is performed between NFs, as well as the NF and the NRF, so that the NFs are considered to be mutually trustworthy and the parameters sent between each other are correct. In addition, when registered to the NRF, the NF_A and the NF_C may send its own Notification URI to the NRF as part of the NF Profile, as described in clause 6.2.9.2.2 of TS 29.510. Upon reception of the NF instance ID of the NF consumer (i.e. the NF_A and the NF_C) in the token request, the NRF may query the Notification URI of NF consumer from the NF Profile, then verify whether the Notification URI provided by the Consumer is consistent with the Notification URI in the NF Profile, since these are the common operations in the NRF, the description of verification of the Notification URI is not needed in this solution.
For token verification on the intended NF Consumer, the NF_C is only passive receiving notifications in SA2 procedure, and there are no security aspects for the "Subscribe-Notify" interaction scenarios in SA2 specifications(e.g. TS 23.501 and TS23.502), SA3 shall define the authorization in the "Subscribe-Notify" interaction scenarios, therefore this solution have no impact on SA2 procedure.
As above, this document proposes to update the last two paragraph in the evaluation part of the solution#15 in TR33.855.
4
Detailed proposal

***
BEGIN CHANGES
***

6.15 
Solution #15: Service access authorization in the delegated "Subscribe-Notify" interaction scenarios

6.15.1
Introduction

This solution addresses key issue #28: Service access authorization in the delegated "Subscribe-Notify" interaction scenarios. 

6.15.2
Solution details

This authorization scheme is useful in the delegated "Subscribe-Notify" interaction scenarios, which is a NF_A subscribes to NF Service offered by NF_B on behalf of NF_C.
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Figure 6.15-1: Service access authorization in the delegated “Subscribe-Notify” interaction scenarios for non-roaming.

0.  As precondition, the NF_A and the NF_C perform mutual authentication and determines that the NF_A subscribes services on behalf of the NF_C, and provides its own instance id and Notification URI to the peer. 

1. 
The NF_A shall send the Nnrf_AccessToken_Get Request to the NRF. The token request contains the instance ID of the NF_A, the instance ID of the NF_C, the Notification URI of the NF_A, the Notification URI of the NF_C and an indication (Expressed as “Indication_delegated”) that indicates the token request is for the delegated "Subscribe-Notify" interaction scenarios which is the NF_A subscribes services on behalf of the NF_C.

2. 
Upon reception of the Nnrf_AccessToken_Get Request, the NRF shall obtain the NF Instance ID of the Service Consumer (NF_A and NF_C), the Notification URI of the Service Consumer (NF_A and NF_C) and the indication_delegated from the NF_A. The NRF shall then determine whether the NF_A is authorized to subscribe services on behalf of the NF_C, and whether the NF_C is authorized to receive the NF service provided by the NF_B, based on the locally configured policies or authorization information. If the authorization is successful, the NRF shall generate a token which includes the instance ID of NF_A, the instance ID of NF_C, the Notification URI of the NF_A, the Notification URI of the NF_C, and the indication_delegated. The token is used to indicate that the NF_A is authorized to subscribe services on behalf of the NF_C, and is used to indicate that the NF_C is authorized to receive the NF service provided by the NF_B.

3. 
The NRF shall send the Nnrf_AccessToken_Get Response to the NF_A with the token.

4. 
The NF_A shall send a subscription request, which contains the token and the associated notification endpoint of the NF_C and the NF_A (i.e. the Notification URI of the NF_C and the NF_A), to the NF_B.

5. 
Upon reception of the subscription request, the NF_B shall verify the integrity of the token and verify the claims in the token. If successful and determine that whether the NF_C is authorized to receive the NF_B service notification based on the instance ID and the Notification URI of the NF_C contained in the token claims.

6. 
If the verification of the token is successful, the NF_B shall send an authorization notification to the NF_C, which indicates the NF_C is authorized to receive the NF service provided by the NF_B. The authorization notification shall contain the token. 

7.  The NF_C shall verify the integrity of the token also. If the token verification is successful, the NF_C shall send an authorization reply back to the NF_B.

8. 
The NF_B shall send the subscription response to the NF_A after certain conditions are met.

9. 
Optionally, the NF_B may send a notification to the NF_A after certain conditions are met.

10. 
The NF_B detects the monitored event occurs and sends the event report notification to the NF_C, and the NF_C shall decide whether to deal with the notification sent by NF_B according to the saved token.
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Figure 6.15-2: Service access authorization in the delegated “Subscribe-Notify” interaction scenarios for roaming.

0.  As precondition, the NF_A and the NF_C perform mutual authentication and determines that the NF_A subscribes services on behalf of the NF_C, and provides its own instance id and Notification URI to the peer. 

1. 
The NF_A shall send the Nnrf_AccessToken_Get Request to the cNRF (the NRF in the PLMN of Consumer). The token request contains the instance ID of the NF_A, the instance ID of the NF_C, the Notification URI of the NF_A, the Notification URI of the NF_C and an indication (Expressed as “Indication_delegated”) that indicates the token request is for the delegated "Subscribe-Notify" interaction scenarios which is the NF_A subscribes services on behalf of the NF_C.

2. 
The cNRF shall identify the pNRF (the NRF in the PLMN of Producer) based on the home PLMN ID, and request an access token from the pNRF.

3. 
Upon reception of the Nnrf_AccessToken_Get Request, the pNRF shall obtain the NF Instance ID of the Service Consumer (NF_A and NF_C) , the Notification URI of the Service Consumer (NF_A and NF_C) and the indication_delegated from the NF_A. The pNRF shall then determine whether the NF_A is authorized to subscribe services on behalf of the NF_C, and whether the NF_C is authorized to receive the NF service provided by the NF_B, based on the locally configured policies or authorization information. If the authorization is successful, the pNRF shall generate a token which includes the instance ID of NF_A, the instance ID of NF_C, the Notification URI of the NF_A, the Notification URI of the NF_C, and the indication_delegated. The token is used to indicate that the NF_A is authorized to subscribe services on behalf of the NF_C, and is used to indicate that the NF_C is authorized to receive the NF service provided by the NF_B.

4. 
The pNRF shall send the Nnrf_AccessToken_Get Response to the cNRF with the token.

5. 
The cNRF shall forward the Nnrf_AccessToken_Get Response to the NF_A with the token.

6. 
The NF_A shall send a subscription request, which contains the token and the associated notification endpoint of the NF_C and the NF_A (i.e. the Notification URI of the NF_C and the NF_A), to the NF_B.

7. 
Upon reception of the subscription request, the NF_B shall verify the integrity of the token and verify the claims in the token. If successful and determine that whether the NF_C is authorized to receive the NF_B service notification based on the instance ID and the Notification URI of the NF_C contained in the token claims.

8. 
If the verification of the token is successful, the NF_B shall send an authorization notification to the NF_C, which indicates the NF_C is authorized to receive the NF service provided by the NF_B. The authorization notification shall contain the token. 

9.  The NF_C shall verify the integrity of the token also. If the token verification is successful, the NF_C shall send an authorization reply back to the NF_B.

10.  The NF_B shall send the subscription response to the NF_A after certain conditions are met.

11. Optionally, the NF_B may send a notification to the NF_A after certain conditions are met.

12. The NF_B detects the monitored event occurs and sends the event report notification to the NF_C, and the NF_C shall decide whether to deal with the notification sent by NF_B according to the saved token.

6.15.3
Evaluation

The solution extends the existing token-based authorization method by including the instance ID of the NF_A and the instance ID of the NF_C in the token claims. The token is used to indicate that the NF_A is only authorized to subscribe services on behalf of the NF_C (i.e. the NF_A is NOT authorized to subscribe services on behalf of any other NFs except the NF_C), and is also used to indicate that besides the NF_A, the NF_C is also authorized to receive the NF service provided by the NF_B (i.e. any other unauthorized NFs except the NF_A and the NF_C is not be able to use the service of the NF_B). 

The solution fulfils the potential security requirements from Key Issue #28: “The 5G system shall support an authorization mechanism for the delegated "Subscribe-Notify" scenarios, in which NF_A subscribes the service of NF_B on behalf of NF_C.”

The solution assures that the NF_B can detect that whether NF_C is authorized to use the subscribe service and whether the NF_B is authorized to do this delegated service request. Otherwise, NF_B can subscribe services from NF_C on behalf of any NFs without any authorization.

The solution has impact on the access token generation by adding the Notification URI of the NF_A, the Notification URI of delegated NF_C and the instance ID of delegated NF_C into the access token, and token verification.


Additional signaling overhead to the intended NF Consumer are needed to verify the token (steps 6 and 7) is optional.
***
END OF CHANGES
***
