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AKA Vulnerabilities Briefing Paper

[bookmark: _Toc358150488]Introduction
Researchers Ravi Borgaonkar from Oxford University and Lucca Hirschi from ETH Zürich have presented research at Black Hat USA 2017 that describes vulnerabilities in the Authentication and Key Agreement (AKA) protocol that is used to mutually authenticate networks and subscribers on 3G, 4G and VoWiFi networks. The researchers claim to describe the potential for an attacker to track the location and level of activity of a target mobile.

[bookmark: _GoBack]The researchers discovered the vulnerabilities in 2016 and informed 3GPP in January 2017, affording industry the opportunity to consider the implications. An outline of the discovery was presented to GSMA’s Fraud and Security Architecture Group (FSAG) on 27th June and to GSMA’s Device Security Group (DSG) on 21st July. A detailed research paper was provided to GSMA on 14th July and the short notice afforded GSMA limited time to consider and respond to the vulnerabilities presented at Black Hat USA on 26th July.

Vulnerability Description
AKA introduced new authentication features including the use of sequence numbers to prevent replay attacks. The research highlights that the presence of a specific target IMSI in a certain geographic and coverage area can be detected by sending replayed authentication tokens to the mobile network. If the network responds with a MAC_Failure message the IMSI is not present but if the network returns a Sync_Failure message this conforms the presence of the target mobile. Because challenge requests are not authenticated, target IMSIs can be programmed into fake SIMs to which home networks will deliver authentication material which could be collected by an attacker. It is claimed the changed sequence number that is indicated to an attacker could indicate the scale of use of a targeted mobile user over a period of time. The combination of authentication tokens and synchronization messages allow the attack to be performed.  

Tracking a Nearby Mobile
The researchers reported being able to determine the presence of a mobile with a particular IMSI without requesting the mobile to reveal its IMSI, as IMSI catchers usually do. The researchers found two different techniques to do this.

First, the attacker can perform a man-in-the-middle attack by presenting itself to the network as the target IMSI and relaying the authentication messages to the mobile, which will only authenticate successfully if the mobile is present.

Second, the attacker can force a target mobile to perform a re-synchronisation by replaying an authentication challenge it previously obtained from the network for the target IMSI. This allows the attacker to confirm the presence of the target mobile by comparing the re-synchronisation message sent back by the mobile with another re-synchronisation message previously obtained from the target. 



Monitoring the Activity Level of a Nearby Mobile
The researchers claimed to be able to monitor the level of activity of a target mobile over a certain period of time during which it is not necessary to continuously monitor the target mobile. The researchers can compute the number of times the network authenticated the mobile during a certain time period by comparing the sequence numbers of the network authentication messages for the target mobile at the start of the period with those contained in the re-synchronisation messages sent by the mobile at the end of the time period.   

[bookmark: _Toc358150491]Risk Assessment
This research demonstrates a capability to reliably detect the presence of mobile users within a defined area, which is not at all new as a number of techniques already exist to do that. However, the researchers claim to have discovered an ability to monitor specific user behaviour but that claim is highly questionable as it is based on the fact that sequence numbers increment by 1 each time and the assumption that each increment equates to a mobile event, such as making or receiving a call or sending or receiving a SMS. Due the variable nature of authentication and how and when it is performed across, and even within, mobile networks that assumption is incorrect. The suggestion that the number of authentication challenges could in some way be converted into any sort of reliable representation of activities undertaken by individual mobile users is misleading. 

In practice, this research does not increase the threat of mobile tracking and monitoring because existing techniques used by IMSI catchers already exist to do the same thing and they are easier to implement.

It is also worth noting that the described attack is limited in terms of its impact as it is targeted against individual IMSIs and is not applicable to mass users.

GSMA Support
The GSMA invited the authors to present their research during two GSMA meetings and obtained details of their research just prior to the public presentation. The GSMA contacted 3GPP SA3 about its assessment of, and conclusions on, the research and the vulnerability was confirmed with no plan to remediate the issue for 3G and 4G as the privacy protection was outside the scope of the security objectives when AKA was being defined.

GSMA also prepared a reactive statement for use in response to media inquiries following public announcement of the vulnerabilities.

GSMA’s Fraud and Security Architecture Group (FSAG) will give further consideration to what mitigation options may exist and what guidelines can be issued to network operators. Further details can be obtained from James Moran, Security Director (jmoran@gsma.com)



Conclusions
This security research describes techniques to track and monitor the activity levels of target mobiles that do not require the mobile to continuously reveal its IMSI or to monitor its connection to the mobile network. Existing means, including the use of SS7, mobile network compromise, IMSI catchers, mobile malware, etc., exist to compromise user privacy and this research just presents a variant on an established theme.

3GPP has acknowledged that the research targets security capabilities that were outside the scope of the 3GPP defined security goals for 3G and 4G and no remedial action is planned in terms of standards reform. However, the research highlights, in a timely way, the need to fix the vulnerabilities in 5G.

Although this research does not increase the current threat level it is useful to focus industry on the future needs of 5G security that can defend against the described attack to improve mobile user privacy.
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