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1
Decision/action requested

This document proposes to conclude KI #4.1 of TR 33.846.
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3
Rationale
The KI #1.1 was proposed according to a SQN attack described in paper [2].  
The attacker exploits a new logical vulnerability to calculate out the n least bits of SQN of the UE by triggering the SQN synchronization failure procedure 2n times.
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In order to retrieve n bits of SQN, the attacker has to execute the following steps as illustrated in the above figure:

Step 1: The attacker firstly gets a SUCI from somewhere, and impersonates as a legitimate UE, then sends the same SUCI of the victim UE to the UDM for 2n+1 times, to obtains 2n+1 groups of RAND and AUTN. Note that the SQNs of these groups are a sequence number, such as, SQN, SQN+1, SQN+2,…, SQN+2n+1.
Step 2: Then, the attacker impersonates as a legitimate network and sends 2n+1 AKA authentication requests towards the UE. The UE will successfully authenticate for n+1 times (SQN+1), and fail for n times and return an AUTS message for each failure. From these AUTS messages, the attacker can obtain all the SQN_i ⊕ SQN_j, such as, SQN ⊕ (SQN+1) , SQN ⊕ (SQN+3),…, SQN ⊕ (SQN+2n+1) etc.

Step 3: After executing a newly defined algorithm [2], the attacker could obtain the least significant n bits of SQN1 based on all these SQN_i⊕ SQN_j.

Attack Threats: After obtaining the least significant n bits of SQN, the attacker can determine how many times the victim has been authenticated and whether a UE is the one corresponding to the SUCI, according to the SQN continuity. The attacker may predict the behaviour of the SUCI later.
After careful analysis, we think the weakness poses very low risk to 5G network.

Observation 1: In 5G, SUPI is encrypted as SUCI. Without the corresponding cryptographic key it is computationally prohibitive for an attacker to obtain the SUPI, and to associate it to a user. On the other hand, the SUCI 
Observation 2: The attack cost is very high. In order to obtain the least significant n bit of SQN, an attacker needs to impersonate as a legitimate user, and sends the same SUCI to the UDM for 2n +1 times, and trigger the UE to respond to the challenge for at least 2n+1 times.  
Observation 3: the UDM may identify the numbers of authentication request with the same SUCI as a DDoS attack, and reject the following authentication requests.

Considering the risk and the cost, we think no normative changes is needed for 5G. 

On the other hand, compared to some threats to 3/4G, statements from GSAM contribution [3] are referred as follows.

“In practice, this research does not increase the threat of mobile tracking and monitoring because existing techniques used by IMSI catchers already exist to do the same thing and they are easier to implement.

It is also worth nothing that the described attack is limited in terms of its impact as it is targeted against individual IMSIs and is not applicable to mass users.”
Observation 4: For the above attack, changes on the 3G/4G to avoid the above attack are not necessary.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
Conclusion on KI #4.1
The KI #29 is about support for protection of SQN during AKA re-synchronisations.

 It is concluded that no normative changes is needed.
**
END OF CHANGES
***
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