Page 1



3GPP TSG-SA WG3 Meeting #97
S3-194157
Reno, NV (USA), 18-22 November 2019 

	CR-Form-v12.0

	CHANGE REQUEST

	

	
	TR 33.916
	CR
	0006
	rev
	-
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Miscellaneous Editorial clarifications

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	S3

	
	

	Work item code:
	TEI-15
	
	Date:
	5-11-2019

	
	
	
	
	

	Category:
	D
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Improve readability of the specification

	
	

	Summary of change:
	Miscellaneous editorial corrections and clarifcations

	
	

	Consequences if not approved:
	Some editorial mistakes in the specification.

	
	

	Clauses affected:
	3.1, 4.1, 4.3, 4.4, 4.6.1, 4.9, 5.2.2.2, 5.2.3.2, 5.2.3.3, 6.1, 6.2, 6.3, 6.5, 7.1, 7.2.3.2, 7.2.4, 7.6, Annex B

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


*************** Start of the Changes ****************
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 

3GPP Security Assurance Methodology (SECAM): SECAM is a process used to measure the security features of 3GPP network products studied and described in the present document.

Accreditation: Formal recognition by an accreditation body that a test laboratory is impartial and competent to carry out specific tests or types of assessments. 
NOTE 1:
In the context of SECAM, it would be recognition that a test laboratory is competent to assess the 3GPP network product against the requirements from the 3GPP SCAS and to produce an evaluation report.

SECAM Accreditation Body: the entity responsible for the accreditation process. This entity is the GSMA.
Assurance: confidence that a network product meets its specific security objectives. 
NOTE 2:
Assurance is usually verified by performing an evaluation. 

Assurance level: evaluation effort in terms of scope, depth and rigor. For higher assurance level, more information with more details is typically required, and this information will be analysed more rigorously.

NOTE 3: 
The "3GPP Assurance Levels" have nothing to do with "Evaluated Assurance Levels" used in Common Criteria.

Basic Vulnerability Testing (BVT): The process of running security tools against a network product. 
BVT is defined by the use of Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools on the external interfaces of the network product. 
NOTE 4:
Details on these tools can be found in clause 7.2.4.
Certification: confirmation by an independent Certification Authority (CA) that the evaluation has been properly carried out. 
NOTE 5:
Certification of network products is out of scope for SECAM. However, SECAM does not preclude certification activities for network products which would e.g. complement the Self-declaration step.
Enhanced Vulnerability Testing (EVA): Evaluation process step described in Clause 7.2.5. This activity takes the output of the earlier Security Compliance Testing (SCT) and Basic Vulnerability Testing (BVT) into account. 
NOTE 6:
Enhanced Vulnerability Analysis is outside the scope of the present release of SECAM.
Evaluation report: the output document delivered by the test laboratory for its evaluation task, in which the test procedures, the test results and other related information may be included. For three specific evaluation tasks defined in SECAM (SCT, BVT, EVA), the according output document is SCT report, BVT report, EVA report respectively.
Test laboratory: enityt that evaluates the network product and produces an evaluation report. The vendor, the operator, GSMA, NVIOT, 3GPP, GCF or some other party, could take the test laboratory role. 

Hardening: contributes to the security baseline of a network product, achieved for example by configurations, settings, and protocol restrictions, to decrease the attack surface for a network product. The difference in hardening is one aspect that influences the security baseline of a network product.
Network Product: A network product is the instantiation of one or more network product class(es).

Network Product Class: A network product class, in the context of SECAM, is the class of products that all implements a common set of 3GPP defined functionalities.
Network Equipment Security Assurance Scheme (NESAS): the name given to the scheme that will provide an administrative framework for implementation of SECAM for security evaluation of 3GPP compliant network equipment.


NOTE 7:
NESAS is a GSMA term but is not used in this document.
SECAM evaluation: A SECAM evaluation comprises of the Vendor Network Product Development process evaluation, the product lifecycle management process evaluation and the Network Product evaluation.

Security Assurance Specification (SCAS): The SCAS for a given network product class provides a description of the security requirements (which are including test cases) pertaining to that network product class.
Security baseline: The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential. 

Security Compliance Testing (SCT): Evaluation process step used to describe activities for checking the compliance of a network product with applicable Security Assurance Specifications (SCAS).

Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. 
It means that a vendor provides a self-declaration of its network product based on the evaluation report required by SECAM to the operator without any review of a certification authority of these reports before.

Self-evaluation: Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure.

Third-party evaluation: Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. 
The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor.

Vulnerability: An exploitable issue in a network product rendering it unable to withstand attacks. Vulnerabilities create the risk of successful attacks.
Vulnerability Assessment (VA): The process of assessing the output of SCT or BVT activities to classify the found issues by severity in order to identify those which are relevant vulnerabilities.
*************** Next Change ****************

4.1
Scope of a SECAM SCAS

A 3GPP Network Product can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. Each 3GPP Network Product, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards), software (e.g. operating system, drivers, applications, services, protocols), and interfaces (e.g. console interfaces and O&M interfaces) that allow the 3GPP network product to be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

The Security Assurance Specification (SCAS) for a given network product class provides a description of the security requirements and associated test cases pertaining to that network product class. It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.

As pre-requisite for writing a SCAS, 3GPP defines a complete list of features/capabilities considered to be part of the Network Product Class.
In order to achieve the security assured by a SCAS, the network operator needs to ensure that deployment fulfils the environmental assumptions given in the SCAS. The overall process therefore contains the following steps:

1) 3GPP writes SCAS, which may contain environmental assumptions

2) Accredited security test laboratories (vendors or third party) evaluate network product according to SCAS, but only the single product in a vendor-documented configuration for SECAM testing, without any considerations on the system or network or environment in a specific deployment. Here SECAM stops. 

3) when the evaluated network product is being deployed, the operator goes back to the environmental assumptions from the SCAS and tests whether they are fulfilled. This validation of environmental assumptions can only be performed during deployment and is needed for security, but is not part of SECAM, because SECAM is about product-testing.

NOTE 1:
Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SCAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in clause 5.2.2.1) is outside of the scope of this Technical Report.

NOTE 2: 
For features that are standardized in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS [4]) or other publications.

*************** Next Change ****************

4.3 
Scope of SECAM Accreditation

The actor performing a task should be accredited by the SECAM Accreditation Body for this specific task.

Table 4.3-1: Mapping between SECAM phases and involved party
	SECAM tasks
	Accredited actor

	Generic vendor development and 

network product lifecycle management 

process 
	 Auditor appointed by SECAM Accreditation Body

	Compliance declaration with the accredited generic vendor development and lifecycle process requirements
	Accredited vendor

	Security compliance testing
	Accredited vendor or accredited third-party test laboratory

	Basic Vulnerability Testing
	Accredited vendor or accredited third-party test laboratory


Consequently, according to table 4.3-1, SECAM can take different forms, depending on who performs security compliance testing and who performs Basic Vulnerability Testing. 
SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. 

The responsibility for writing and managing the accreditation and monitoring rules is taken by a SECAM Accreditation Body. The SECAM Accreditation Body's role also includes the handling of the dispute resolution process. GSMA takes this role and will provide a clear delineation between SECAM work in 3GPP and in GSMA.

Even if it describes the complete process, including evaluation by accredited actors under SECAM Accreditation Body control and Security Assurance Specifications (SCAS) writing, SECAM does not preclude 3GPP SCAS security requirements and tests cases being used directly by mutual consent between vendors and operators without the accreditation process in place if it so desires. This ensures that the 3GPP SECAM work is not held up by delays in deliverables under the responsibility of external bodies, or by conflicting requirements in different countries (e.g. relating to accreditation).

The presence of a SECAM Accreditation Body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working dispute resolution process available. Having a SECAM Accreditation Body also avoids the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills.

Validity of accreditation is defined by the SECAM Accreditation Body.

4.4 
Ultimate Output of SECAM Evaluation

The ultimate output of the SECAM evaluation is:

-
an evaluation report demonstrating compliance oft he network product with the 3GPP security assurance specifications;
-
evidence to demonstrate to the test laboratory that the accredited vendor product and development lifecycle processes have been complied with for the network product;
-
evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body.Such evidence is not required if there is consent between operator and vendor to not use the accreditation process, see clause 4.3.
The operator examines the evaluation reports and the evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body. 

*************** Next Change ****************

4.6 
Roles in SECAM

4.6.1 
SECAM Roles Overview

The basic roles are implicit from the existing business environment. These roles are the following:

-
Vendor produces the network product.

-
Test laboratory is a Test Laboratory (accredited third-party test laboratory or accredited vendor test laboratory) that evaluates the network product, evaluates evidence of compliance to the vendor developmenent and product lifecycle requirements, and produces an evaluation report.

-
Operator makes the decision regarding accepting assurance of security properties of the product for that vendor.

-
3GPP is responsible for producing Security Assurance Specifications (SCASs).

-
SECAM Accreditation Body is responsible for accreditation tasks as applicable. This role is assumed by GSMA.
*************** Next Change ****************

4.9
Security baseline

The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential. 

This resistance to a given attack potential relies on:

-
Attacker model and attacker potential agreed to be relevant for a given network product class.

-
The completeness and correct implementation of security requirements and operational environment assumptions which limit the capacity of this attacker to threaten given assets:

-
Security requirements can be more demanding in some network elements, e.g. exposed nodes will have to implement hardening requirements which will not necessarily be needed in elements less exposed.

-
Vulnerability assessment will be performed with more depth whenever the element is expected to resist a stronger attacker.

It is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment. This assessment is accomplished during the SCAS writing phase and related to the threat and risk analysis outcomes.

At the end of this process, for each network product class, 3GPP will have precisely defined the attacker model as well as the operational environment assumption and the security requirements to mitigate the identified risks. 
The modularity of SCAS allows an easy composition of SCAS modules to describe all the countermeasures of a given network product class and to take the particular environment of the node into account.

The entire set of security requirements, operational environment assumptions and attacker model is built to achieve a security baseline deemed relevant by 3GPP for a network product class. This results in one security level per network product class (security baseline MME, security baseline HSS, security baseline eNodeB, etc.). 
These baselines are not meant to be compared to one another as they apply to different network product classes. 

NOTE: 
Alternatively, but in rare cases, if no satisfactory average can be found, SECAM could define a new network product class: e.g. collapsed RNC/NBs could be a class different from classical RNCs. 

SECAM consequently considers only one security baseline per network product class.

*************** Next Change ****************

5.2.2.2 
Threats

There are many threat and risks analysis or modelling frameworks available for IT equipment and computers networks. None of them provided a perfect fit for the needs of SECAM whose ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipment. 
This process is likely to be iterative and there will be some trade-off in terms of time. It is not a goal to be absolutely complete in the threats assessment. What ultimately matters in the threat analysis phase is that 3GPP determines that the achieved level of details is good enough to be able to easily derive testable security requirements to cover the risks in a reasonable amount of time.

The structure for a threat description is provided here to indicate the information needed for having a clear security problem definition. This can help to facilitate the identification of the security requirements. Hereafter a possible structure for the threats, risks and security objectives which are part of the SPD is reported. This structure will be related to the threat modelling framework used for the analysis and consequently this proposal could be changed accordingly:

-
Threat Name: each threat is assigned a unique name. The name preferably indicates the topics covered by the threat.
-
Threat Reference: a unique short form is assigned to each threat as a primary means for referencing the threat. The convention adopted is: <threat category> - <progressive number> where the convention adopted for the "threat category" can be the first two letters of the category to which the threat belongs or similar.-

-
Threat Category: a reference to the category to which the threat belong based on the classification (threat methodology) that will be adopted. 

-
Threatened Asset: an indication of the network product assets that are object of the threat.
-
Threat Description: the adverse actions that can be performed by a threat agent on an asset. These actions influence one or more properties of the asset from which that asset derives its value. Examples of threat agents are hackers, users, computer processes, and accidents. Threat agents, and their level, may be further described by aspects such as expertise, resources, opportunity and motivation. To provide a basis for requirements that are on roughly the same level, 3GPP chooses a level of threat agents that the system should be able to withstand (although the levels may be hard to quantify or measure). Protection mechanisms or requirements then are not selected if a threat can be instantiated only by a threat agent of higher level. This is in line with the single assurance level and single security baseline per network product class of clause 4.

-
Threat relevance: the threat relevance (Mitigate, Accept, and Transfer). 
Further details are given in 33.926 [6].
*************** Next Change ****************

5.2.3.2
Incorporation of security requirements from existing 3GPP TSs in current releases

In figure 5.2.3.1-1, 3GPP specifications represent an input for both SPD and security requirements definition, where the latter includes test case definition. The reason for this assumption is that 3GPP security specifications (e.g. TS 33.401 [2]) already contain several security objectives and related security functional requirements which 3GPP identified when designing UMTS and LTE. When looking at such type of security functional requirements, they can be grouped into three categories: 

1)
Security functional requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 
For example, the security functional requirement " The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. " retrieved from TS 33.401 [2], belongs to this category.

2)
Security functional requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 
For example, the security functional requirement " Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted " retrieved from TS 33.401 [2] belongs to this category.

3)
Security functional requirements not related to protocols or behaviours necessary for secure interoperability between nodes from different vendors, but rather dealing with security features which are supported by the network products and consequently strictly related to their implementation. 
For example, the security functional requirements specified in clause 5.3 of TS 33.401 [2] for eNBs and in annex I of TS 33.102 [5] for RNCs in exposed locations belong to this category.

The security functional requirements in the first group are already covered by the interoperability and conformance testing and SECAM documents do not repeat these requirements or add tests for them.

The security functional requirements in the second category may not be covered by the interoperability and conformance testing. In this case a SCAS document may contain a reference to these requirements with the related test cases which verify that the network products adhere to the security functional requirements. As an example, security functional requirements for the MME in the second category are collected in TS 33.116.
The security functional requirements in the third category are within the scope of SECAM and they will be taken into account by the security requirements for the compliance testing. However, for some network product classes, e.g. the MME, there are no requirements in the third category.

A security compliance requirement in a SCAS that references a 3GPP TS refers to the corresponding TS security functional requirement and also contains a test description how to verify the correct implementation of the described security functional requirements. 

SECAM does not provide stand-alone security assurance requirements. Instead, SECAM provides a test case for every security requirement.

5.2.3.3
Handling of security requirements 

A SECAM Catalogue of General Security Assurance Requirements and associated test cases is provided because several network product classes will share very similar if not identical security requirements for some aspects. This catalogue therefore allows to maximize the reuse of already written requirements. This approach matches the requirement that a SCAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. This approach can help to prevent from writing the same security requirements from scratch several times in different network product class SCAS (see clause 4 of the present document).

It is important to underline that the 3GPP catalogue is constructed while working on SCASs for specific network product classes, and the intention is not to first create the catalogue in an abstract way and then write the first SCAS based on it. No requirements is included in the catalogue before it has been found useful for a specific network product class. This prevents the catalogue from accumulating "good-to-have" requirements that are never used by specific network product classes. Consequently, the way to build the proposed catalogue is an iterative process that counts the following steps:

1)
Start the normative phase for a specific Network Product Class (e.g. MME).

2)
Select from the identified sources the proper security requirements that meet the needs of the security objectives and adapt them to SECAM.

3)
Add this adapted requirements in the SECAM catalogue in order to reuse if possible during the normative phase of other Network Product Classes.

4)
Start the normative phase of another Network Product Class (e.g. eNB) and refer to the security requirements already available in the SECAM catalogue if possible otherwise select the new ones from the agreed sources and update the Catalogue.
Security requirements are expected to follow a template similar to the one described hereafter:

Template for a Security Requirement Description 

Statements of security requirements are intended to be clear, concise and unambiguous. In particular, each security requirement includes:

-
Requirement name: each security requirement is assigned a unique name. The name indicates the topics covered by the requirement:

-
Requirement reference: a unique short form of the security requirement is provided as a primary means for referencing the class. The convention adopted is: < requirement class reference> - <the first two letter of requirement name> or similar convention.
-
Requirement Description: a detailed description for the security requirements identified by 3GPP to reduce/counteract the risks outlined by the threat analysis.

-
Security Objective references: a list of the short identifiers assigned to the Security Objectives achieved through fulfilling this requirement.

-
Test case: a description of the test case that defines how the requirement is tested, the expected skills and tools to be used to produce the test outputs.

NOTE 1:
The level of abstraction that should be chosen for test cases should allow implementation specific solution as long as they comply with the SCAS intention. This level of details is likely to be variable depending on the test. This work is to be done during the normative phase.

NOTE 2:
Tests can consist of different types of activities. It could for example consist in reviewing documentation provided by the vendor for a given security requirement but also be of a more technical nature that will imply interaction and stimulation of the network product with a protocol testing tool for example. The concrete test activities will be defined in the normative phase.

Example of an "hardening type" security requirement:

Hardening requirements can also help to make the software/hardware of a network product more robust against un-authorized remote or physical access and can be tested as shown in the following example:

-
Requirement name: Unauthenticated services binding:

-
Requirement reference: HARDENING_BINDING.1.1.

-
Requirement Description: No unauthenticated services shall be bound to physically accessible ports of the network product. Unauthenticated service running on the network product and bound to physically accessible ports, even if not security related, can be used by an attacker to gain connectivity on the network product. The attacker could then try to escalate their privileges to further compromise the network product. No unauthenticated service shall be bound to physically accessible ports.

-
Security Objective references or more general level requirement: SO-1, SO-2, SO-3.

-
Test case:

-
Review the documentation provided by the vendor describing the physically accessible ports and the services bound to them.

-
Document in the report the services listening on each physically accessible port and the type of credential required for access.

-
Connect to all documented services and check that authentication is required.

-
Connect on each physically accessible port and run an appropriate scan to detect listening services on all relevant OSI layers and check whether non documented services are listening and accessible.


or where remote scanning results are not meaningful like e.g. in case of UDP, use appropriate in-host tools to verify that only documented services are listening and accessible on the physically accessible port.

Applicability of a hardening requirement may depend on the OS or application running on the network product. E.g. in case the hardening requires removal of all non-public-key based authentication:
-
Vendor A has implemented this by running the COTS component OpenSSH. Hardening for this authentication function includes e.g. disabling password based login.

-
Vendor B implements this by a proprietary protocol with public and private keys, i.e. a non-COTS component. Hardening for this authentication function includes e.g. ensuring that password based authentication is not implemented or disabled.

What ultimately matters for the SECAM evaluation (compliance and vulnerability) is that the network products fulfil the security requirement (functional and hardening) and pass the related test cases, not what method was applied by the vendor to do so.
NOTE 3: 
To fulfil the test cases, implementation and documentation of functional requirements may also include implementation and documentation of some of the hardening requirements.
*************** Next Change ****************

6.1
Overview

NOTE:
The final choices and rules for the accreditation and monitoring rules are under the responsibility of the SECAM Accreditation Body. The SECAM Accreditation Body is provided by GSMA. This clause outlines what is in scope of the SECAM Accreditation Body.

The SECAM Accreditation Body describes the rules and processes for accreditation and monitoring of: 
-
vendor development and product lifecycle processes and 
-
test laboratories, whether they are vendor-owned or third-party test laboratories. 
In order to be allowed to conduct the evaluation in the scope of the SECAM scheme, the vendors or third-party test laboratories demonstrate they have the skills, working practices and resources to participate in the process. This is achieved by an "audit and accreditation" to evaluate and demonstrate that the test laboratories have the necessary competence, expertise, equipment, methodologies, and processes to conduct an evaluation for conformance to 3GPP SCAS requirements.
All vendors (with or without a test laboratory) will be subject to:

-
a quality qualification;

-
an audit and accreditation of network product development and network product lifecycle management process.

The quality and reliability of these demonstrations are of paramount importance to the integrity of the scheme.

In order to manage the accreditations the SECAM Accreditation Body maintains a list of accredited test laboratories and vendors.

A formalized dispute resolution process for accreditation and all the other processes that are defined by the SECAM Accreditation Body is establised, as the denial or delay of accreditation may have far-reaching consequences.
A high-level overview of the processes and activities that are defined by the SECAM Accreditation Body  is provided in [7].
6.2
Audit and accreditation of Vendor network product development and network product lifecycle management processes
The evaluation of the security relevant part of the Vendor network product development and network product lifecycle management processes is done as part of the vendor accreditation process by the SECAM Accreditation Body.

 Vendor network product development and network product lifecycle management processes assurance requirements as well as related evaluation activities generic to all network product classes are defined by the SECAM Accreditation Body. The vendor will define their own processes and describe them in written format. During an audit, the processes will be evaluated and their application on development activities in practice will be verified. An accreditation will be awarded, if the requirements are met.

Lifecycle management consists of establishing discipline and control in the updates of network product during its development and maintenance. Lifecycle management controls are important during normal improvement of network product as well as for vulnerability/security flaw remediation (documentation used to track vulnerability/security flaw, remediation procedure with relation to corrective actions for each identified vulnerability/security flaw…). 
The vendor accreditation for network product development and network product life cycle management processes will provide assurance for these aspects in SECAM.

The Vendor network product development and network product lifecycle management processes assessment covers a vendor's engineering processes and does not necessarily apply only to a single network product. This means that the results of one assessment may apply to more than one network product. Vendors can submit their generic network product development and network product lifecycle management processes or a subset of them for auditing and accreditation. Generic network product development and network product lifecycle management processes are usually used during development of all or some products of the same vendor. As different network product development and network product lifecycle management processes could be utilized within the organization of one vendor, e.g. due to mergers or acquisitions, vendors could obtain and hold accreditation for different generic network product development and network product lifecycle management processes.

Once the vendor obtains accreditation and as long as the accreditation has not expired, vendors are allowed to produce development process compliance declarations for the "network product development and network product lifecycle management processes compliance validation" task on their own.

At the beginning of a SECAM evaluation of a product, the Vendor will have to provide a development process compliance declaration to the compliance tester containing a rationale showing that the generic accredited process was effectively applied in the network product development and network product lifecycle management of the network product under evaluation. 
Requirements and accreditation procedures for vendor development lifecycle process and product lifecycle maintenance process accreditation are specified in [9].
NOTE 1: 
The requirements on the process and acceptable evidences as well as the procedure to obtain an accreditation for these requirements is under the responsibility of the SECAM Accreditation Body which takes into account the cost/complexity/assurance trade-off. 
It is avoided that vendors need to obtain a large number of accreditations for their network product development and network product lifecycle management process. The number of requirements is relatively small (an order of magnitude of ten) to keep evaluation cost reasonable and focus on critical controls. As much as possible from existing standards is reused.
NOTE 2:
The Vendor is expected to employ Industry related good working practices, e.g. aligned to the relevant parts of the ISO/IEC 27000 series. Although these areas will not be formally audited by the SECAM Accreditation Body, it is unlikely a vendor would be able to provide satisfactory evidence for meeting the SECAM requirements without having such policies and working practices in place.
6.3
Audit and accreditation of test laboratories
The accreditation is performed by the SECAM Accreditation Body, and consists of: 

-
assessing the skills of the vendor‘s or third-party test laboratories in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes;

-
assessing the compliance to Test methodology (for security compliance Testing and Basic Vulnerability Testing laboratories).

A test laboratory can be accredited for any combination of 3GPP SCAS documents. During the audit for the accreditation the test laboratory demonstrates its competence, expertise, methodology and processes, to an auditor , by undertaking the tests on a concrete network product. If the test laboratory is capable of performing all the tests of the selected SCAS documents, accreditation is granted for the selected SCAS documents. Accreditation is limited to the selected SCAS documents and thereby to the respective network product classes covered by the selected SCAS documents.

Test laboratory accreditation requirements and the accreditation procedure are specified in [8].
*************** Next Change ****************

6.5
Dispute resolution

The SECAM Accreditation Body provides a process to resolve conflicts when an accredited operator shows evidence of inconsistencies in:

-
Vendor Development process activities (inconsistencies in analysis of compliance against Security assurance process).

-
Test laboratories (for security compliance testing and Basic Vulnerability Testing) activities (inconsistencies in analysis of compliance against SCAS).

In the event that evaluation findings in the evaluation report are in dispute for a network product (for example: by re-doing the tests an operator finds opposite results to the ones provided by the vendors or third-party laboratories in the evaluation report), this methodology also provides a dispute resolution mechanism. This case is believed to be rare and would arise if one or several of the actors (vendors or third-party laboratories) are cheating in the evaluation or compilation of evaluation results of a 3GPP network product. 

The entity responsible for deciding that a declaration should be revoked, based on the evidences and the details of the dispute procedure, is the SECAM Accreditation Body.
The dispute resolution process is specified in [10].
7
Evaluation and SCAS instantiation

7.1
Security Assurance Specification instantiation documents creation 

The SCAS instantiation consists of a set of documents provided by the Vendor to give test laboratories and operators the relevant information to understand the critical parts of the network product to be evaluated. The SCAS instantiation provides a concrete mapping of the "theoretical" assets and security requirements of the SCAS into "real" assets and components supporting the security requirements of the network product being evaluated. 

The SCAS instantiation is a set of documents and is not expected to have a fixed structure. This will allow vendors to maximize the reuse of existing documentation. 

The content of the SCAS instantiation is however defined and it contains details on:

-
Network Product description (e.g. software version, documentation version).
-
Scope of evaluation.
-
Mapping of SCAS security requirements to the network product and assets in the network product. 

-
References to the applicable document versions containing operational guidance in the documentation of the network product.
-
Information needed to start the Security Compliance Testing, including Basic Vulnerability Testing. 
-
Details of licenses that are required for the product to operate in the scope of evaluation (if relevant).
The above document set is updated by the vendors until the testers (Security Compliance Testing, Basic Vulnerability Testing) consider they have enough and correct information to execute the required tests. Details on the content of these documents and of the update process are provided in clause 7.2.2.

7.2
Evaluation and evaluation report

7.2.1
Network product development process and network product lifecycle management

The security relevant part of the Vendor network product development and network product lifecycle management process is evaluated during an accreditation administrated by the SECAM Accreditation Body prior to any network product evaluation. During a network product evaluation, the accredited test laboratory validates that the accredited process was used for the network product under consideration. To support this evaluation, the vendor provides the following documents to the accredited test laboraty and, if requested, to the operator:

-
The evidence of the vendor network product development and network product lifecycle management process accreditation by the SECAM Accreditation Body.

-
The Vendor Network Product Development and network product lifecycle management process self-evaluation report for the network product under evaluation containing:

-
a rationale showing that the generic accredited security relevant part of the process was effectively applied during the development of the network product under evaluation (free-form).

NOTE:
Guidelines as to what constitutes valid evidence will be produced by the SECAM Accreditation Body.
The accredited test laboratory will review this self-evaluation report and evaluate if the rationale provided by the Vendor provides enough evidence that the network product is following the accredited process. 

If the report is acceptable, the network product evaluation continues. If not, the test laboratory may request the vendor to provide further evidence which demonstrates compliance to the accredited vendor development and product lifecycle processes. In most cases, network product testing will be undertaken by the vendors themselves and conflicts are expected to be rare. However, the test laboratories have a responsibility in this assessment as the rationale and the description of the generic accredited process will also be given to the operators who are likely to review them as well. Conflict between vendors, test laboratories and operators will be resolved by the dispute resolution process, established by the SECAM Accreditation Body [9], if one of the involved parties raises the dispute towards the SECAM Accreditation Body. 

NOTE:
Required and acceptable evidence for the vendor Network Product Development and network product lifecycle management process self-evaluation report are defined by the SECAM Accreditation Body to ensure comparability and facilitate dispute resolution..

7.2.2
SCAS instantiation evaluation

7.2.2.1
Overview

SCAS instantiation evaluation is to check whether a SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product. 

The accredited evaluator (vendor or third-party evaluator) for security compliance testing is responsible for SCAS instantiation evaluation before it is used to evaluate network product. The evaluator confirms at least that the SCAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent.
7.2.2.2
Content

7.2.2.2.1
Scope of the evaluation

7.2.2.2.1.1
Overview

A given network product from a vendor might be packaged in different ways for each commercial transaction to address the tailored request from operators. 

SECAM evaluations are conducted for a particular packaging of the network product. One objective in SECAM is to ensure maximum reusability of evaluation results of the evaluation of a particular package while still providing a clear and comprehensive description of the boundaries of what was evaluated. In practice to maximize the reuse, the vendor is likely to have the most commonly sold package of its network product evaluated.

A clear definition of the boundaries of what was evaluated ensures this reusability but also prevents a false perception of what was security tested as additional components are facing well-defined interfaces. 
Consequently, in the scope of evaluation of the SCAS instantiation document, the vendor provides a clear description of the network product that will be tested, i.e. a description of the version of the network product in the scope of SCAS. 
In particular, the network product description does not contain security requirements or functions, but a logical and physical perimeter for the evaluation. In particular the definition of the network product describes its content in terms of high level description of the components and external interfaces. This description of the network product provides: 

-
All components mandated by network product class definition in SCAS and  implemented by the network product.  
-    All external communication interfaces of the network product. Details (including protocols, ports, services and purpose) for each of the external communication interfaces of the network product that allow communications between functions inside and outside the network product. 

Finally, whether a component is part or not of the network product as well as the granularity of the definition of a component is disambiguated by the test cases of the SCAS. For example an SCAS may include the following requirement:

"Requirement: The product shall include a security audit function, accessible only by a user having the role admin X, logged through SSH on the server.

Test case: 

-
the tester shall connect as the admin user through SSH and verify that he can access the audit

-
the tester shall verify that a user without admin rights cannot access the audit using the same connection

-
the tester shall verify that no other means exist to access the audit except a SSH session".

In this case it is clear what, from where to test and how to test (physical port of the network product where the SSH server is listening).
NOTE 1:
SECAM provides no provision to assess whether the evaluation results for a different package of the network product than the one that was evaluated are still valid. However as the boundaries of what was evaluated are made clear by the scope of evaluation clause in the SCAS instantiation, the operator can make their security acceptance decision with a clear understanding of what was evaluated for this new package.
NOTE 2:
The Basic Vulnerability Testing will be conducted on the external communication interfaces of the network product. 
*************** Next Change ****************

7.2.2.3
Process


The usage and update of this set of documents during a SECAM evaluation is described in figure 7.2.2.3-1 below.
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Figure 7.2.2.3-1: Overview of the SCAS instantiation documents evolution
 during a SECAM evaluation
Step1 is the initial production by the vendor of the required documentation and its update if required by step 2. It is outside of the scope of SECAM to describe this task.

Step 2 is the SCAS instantiation evaluation to check whether an SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product. 
Step 3 is about performing the SCT and BVT testing tasks as described in the present document. which will use this instantiation documentation as input. The evaluation does not start (neither SCT nor BVT) as long as steps 1 and 2 are not completed. 
Further documentation is produced during step 3 . During step 3 for example, the SCT and BVT testers will describe the concrete test bed used for testing as well as "instantiated test cases" (i.e. the description of the concrete test case on the network product corresponding to the generic SCAS test case). At the end of step 3, the SCAS instantiation documentation as well as the SCT and BVT documentation is an output document provided to the operator. These documents are described in clauses 7.2.3 and 7.2.4.

After step 3, the SCAS instantiation documentation as well as the SCT and BVT documentation produced in step 3 are given to the operator for its final review and final security acceptance decision.

7.2.3
Security compliance testing

7.2.3.1
Inputs

The test bed configured according to the documentation that was produced in step 3 of clause 7.2.2.3.

7.2.3.2
Outputs

In the end of Security Compliance tests, the tester delivers a Security Compliance Testing report which includes:

-
a declaration about who carried out the tests; 

-
network products/features tested and reasons for not testing where applicable: 

-
in particular, copies of other Security Compliance related third party certificates and test reports of previous evaluation (internal and/or third party), if appropriate and available;

NOTE:
Whether SECAM recognizes the results of other evaluation schemes, so the Security Compliance tester can avoid re-testing previously evaluated items, will be decided in the normative phase requirement per requirement. For example, if there is a requirement to implement AES-256 encryption for a component, SECAM might accept a FIPS evaluation of the cryptographic module as a valid test result and might not ask the Security Compliance tester to verify again (source code review, test vectors…) that AES-256 is indeed implemented.

-
a description of the testbed used for the tests, which 
-
are accurate, 

-
make the test bed reproducible (non ambiguous),

-
are representative of real-life network product deployment;

-
the test tools and vectors used for the tests;

-
a rationale which demonstrates that the tests cover the SCAS test cases;
-
the test procedure followed in practice (following SCAS test cases) and results (following SCAS output format indications).

7.2.3.3
Activities

The security compliance of a network product is its compliance to a defined set of security requirements. The security requirements set will be provided in the SCAS. The test case describes the validation technique to be used by the Security Compliance Test laboratories as well as the expected outputs to provide in the evaluation report.

Security compliance test laboratories execute the tests contained in the 3GPP SCAS for the evaluated network product as described in the test cases, collect evaluation evidences and include them in the final security compliance testing report (see clause 7.2.3.2 above for details of outputs).
NOTE:
The test results and data may be collected from test execution instance run by the vendor test team as part of its product development cycle.

7.2.4
Basic Vulnerability Testing

Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. Such tools or equivalent alternatives are likely available to all kind of attackers.

NOTE 1: 
As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are specified as a general SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes.

NOTE 2: 
The requirements in this testing category are kept general, the wildcard (protocol) indicates a placeholder for the actual protocol relevant as it is implemented in the Network Product and made available on external interfaces. Unless specified otherwise during the normative phase BVT applies to all interfaces providing IP-based protocols.

NOTE 3: 
The individual tools used for Basic Vulnerability Testing are selected by the Security Compliance Test laboratories. The SECAM Accreditation Body will ensure during laboratory accreditation that the testers are able to utilize adequate tools.

NOTE 4:
To avoid creating a monopoly for security testing tool vendors, the usage of a security testing tool having specific capabilities should only be mandatory if there are at least two alternatives by different vendors available for use in most world regions.

This activity covers at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. The tester delivers a Basic Vulnerability Testing report which includes:
-
the test procedures (following SCAS);

-
the test results (following SCAS output format indications).

*************** Next Change ****************

7.6
The evaluation of a new version

After a network product completes a SECAM evaluation by a test laboratory, the vendor may upgrade the network product e.g. as a result of modified features, remediation of vulnerabilities etc. A re-evaluation of the new version of the network product can be carried out in two ways as described below:

-
evaluation as per a new product by using all the test cases as defined in the SCAS’s;
-
the vendor provides a detailed list of the updates to the product and provides a list of related test cases that will verify the new version of the product. Once the vendor and the test laboratory agree on the updated test plan, the evaluation takes place. 

On completion of the evaluation the test laboratory will include in the evaluation report:
· the list of updates to the network product.
· Test cases that were executed in the evaluation.

· The test results from the evaluation.
Operators can then decide on accepting a compliance statement for the updated version of a network product.

Editor’s Note: It is ffs whether there should be a  limit on the number of allowed delta changes before a complete re-evaluation of the product is required and, if so, what this limit should be.

*************** Next Change ****************

Annex B:
Summary of actors involved in SECAM
	Actor
	Tasks and Responsibilities

	3GPP 
	Describe SECAM in the security assurance process documentation (i.e. the present document)

Provide SCASes for individual Network Product Classes:

-
Describe and model the network product class: Compile a complete list of features/capabilities considered relevant for evaluation

-
Define the security problem: Identify which assets in the model of the network product class require protection and how these assets can be exploited by an attacker. The security problem definition also contains the security objectives of the network product class under analysis (i.e. which assets require what type of protection), and defines an attacker potential the network product class is supposed to resist. Also, undertaking of a threat analysis

-
Identify the security requirements and test cases: Detail security requirements to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results. Or, detail environment assumptions to countermeasure to mitigate the risks.

-
Verify the Security Requirements: Once the security requirements have been identified it is verified that the security objectives are met by these security requirements, and that every security requirement contributes to defending an identified security objective.

Define the expected skills and tools for security compliance test laboratories based on the Security Functional Requirements in the SCASes.

Specify general Basic Vulnerability Testing requirements as a SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes. This SCAS module does not specify individual tools but rather BVT categories and the conditions under which the usage of suitable tools are required.

	SECAM Accreditation Body
	Describe the rules for accreditation and monitoring of development and test laboratories.

Develop Vendor network product development and network product lifecycle management process assurance requirements as well as related evaluation activities generic to all network product classes in a dedicated document.

Assess the skills of the test laboratory in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes; This includes assessing the test laboratory's skill in selecting tools for performing the evaluation. 

Assess the test laboratory's ability to comply with the test methodology (for security compliance Testing and Basic Vulnerability Testing laboratories).

Administer the evaluation of the security relevant part of the Vendor network product development and network product lifecycle management process during an initial accreditation.

Provide a process to resolve conflicts.

	(Accredited) Vendor
	Ensure Vendor network product development and network product lifecycle management process assurance compliance.

Provide SCAS instantiation document.

Provide self-declaration after evaluation:

-
give a short summary and conclusion of all the evaluation reports

-
declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.

	(Accredited) Vendor or (accredited) third-party Test laboratory
	All Test laboratories:

-
Assess that the vendor documentation and processes are complete sufficiently defined to begin the evaluation

-
Validate the elements (scope of evaluation, instantiated assets…) which will not be modified during the evaluation
Special for Security compliance testing Test laboratories:
-
Check whether a SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product.

-
Confirm that the SCAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent.
-
Do Security Compliance Testing according to SCAS instantiation.
-
Deliver Security Compliance Testing report (cf. clause 7.2.3.2)

For Basic Vulnerability Testing Test laboratories:
-
Do Basic Vulnerability Testing.
-
Deliver Basic Vulnerability Testing report (cf. clause 7.2.4)


	Operator
	Operator security acceptance decision: Examines the network product, the compliance reports and the test laboratories accreditation published by the SECAM Accreditation Body and decides if the results are sufficient according to its internal policies.


*************** End of All Changes ****************

SCAS instantiation
Evaluation of SCAS instantiation

Step 1
Step 2
Vendor
Vendor + All testers
Vendor + Security Compliance testers + Basic Vulnerability testers
Step 3
Security compliance testing
Basic Vulnerability testing

Scope of evaluation 
Mapping of SCAS security requirements
Operational guidance documents and configuration of the network product for evaluation
Initial SAS instantiation document set
Updated SAS instantiation document set
Information needed to execute the required tests
Scope of evaluation 
Mapping of SCAS security requirements
Operational guidance documents and configuration of the network product for evaluation
Information needed to execute the required tests
Final
being updated

Scope of evaluation 
Mapping of SCAS security requirements
Operational guidance documents and configuration of the network product for evaluation
Final SAS instantiation document set
Information needed to execute the required tests for SCT, BVT and EVA
Final
Final
SCT and BVT test related documentation (test output, description of concrete testbed…)
being updated
being updated
being updated



