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1	Decision/action requested
This document identifies the need to give an option to protect the integrity of header for a data packet even if a UE could support UP IP at full rate, and is kindly asked to be endorsed by SA3. 
2	Reference
[1]	 TR 33.853 v0.6.0 (2019-10), Technical report on key issues and potential solutions for Integrity protection of the User Plane
[2]	 R2-1905455, Response LS on full data rate support for UP IP.
[3]	David Rupprecht etc., Breaking LTE on Layer Two. 2019 IEEE Symposium on Security & Privacy
3	Introduction
 TR 33.853 v0.6.0 concluded that UP IP should be deployed at full rate as specified in TS 33.501. In this document, we justify that there is a need to give an option to protect the integrity of the header for a data packet even if a UE could support UP IP at full rate.
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 Support for UP IP at full data rate is feasible from the protocol’s perspective. But from the performance and service requirement’s perspective, support for UP IP only at full data rate is needed further study. The reasons are as follows:
1. R2-1905455:  RAN 2 acknowledged that there are no technical challenges in supporting UP IP at full rate from the protocol specification point of view.  However, this statement does not take performance limitation of a gNB and service requirement into account. Moreover , it suggests that Rel-16 may need to support UE capability for maximum UP IP data rate with more flexibility in signalling for different data rates ( i.e. not just 64kbps and full data rate as in  Rel-15)
2. Service requirement:  Many high data rate services, such as Video, do not require UP IP at full data rate, as video decoder usually can accept the video packet with some bit errors. They may just require the video packets to be routed to the right destination. This implies that it is sufficient if only the header of video data is integrity protected.
3. Performance: Based on the current hardware technology, there is no problem for a UE to support 1Gbps UP IP at full rate. But this may raise questions to gNB, as it has to deal with all traffics from the UEs it serves. A gNB can serve about 3 km2 area (assumed 300 meter radio cover). According to Table 7.1-1 in TS 22.261, traffic capability is 17Tbps/km2. As a result, a gNB should have 51Tbps traffic capability for UP IP. The question is whether a gNB can support UP IP with 51Tbps.  This implies that a gNB may drop some UP IP service requests if the UP IP processing capability at a gNB is not power enough when UP IP at full rate is deployed. Thus there is a need to protect the integrity of data packet header only to mitigate the re-route attack described in [3].
Observation: Based on the above discussion, we have the following observation.  It is sufficient for many high data rate services, such as video and VA/VR, to protect the integrity of the packet header. If only UP IP at full data rate is supported, this will lead to two results: one is that the protection exceeds the service requirement, the other one is that the processing capability at a gNB will be quickly exhausted due to high data rate. 
In Summary, Besides support for UP IP at full data rate, an option to protect the integrity of a data packet header is recommended.

5 Proposal 
Besides support UP IP at full data rate, an option to protect the integrity of a data packet header is recommended. SA3 is asked kindly to endorse this statement.
	
 


