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1
Decision/action requested

This contribution provides an update to Solution #14: Identifier conversion in groupcast communication.
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3
Rationale

The following Editor’s Note was included in the previous meeting: 
Editor’s Note: How to deal with spoofed time synchronization and impact on availability is FFS.

The solution originally proposes to retrieve time information from the broadcasted SIB9 or GPS information, but it was commented that it is possible to spoof the SIB9 with a fake BS and/or spoof the GPS time information or whether time information is available at all. Nevertheless many UEs are manually configured for the time information and in addition Andriod provides libraries (android.util.NtpTrustedTime; android.util.TrustedTime) to request in addition time information from a trusted NTP server. 
The solution #14 is not depending on the correct time information, it is based on the virtual intial time provided by the V2X AS to the group members as well as the update interval to change the L2 IDs. Once the group members received the initial time value, all group members can change the L2 ID individually on their ownbased on their internal clock without any additional signalling. The time value is supposed to be in the granularity of seconds, therefore the internal clock of the UE would be sufficient to provide accurate results. Whatever time information is supposed to be the real time does not matter for the increase of the virtual time for the L2 ID update. 
4
Detailed proposal

Start of Changes

6.14
Solution #14: Identifier conversion in groupcast communication
6.14.1
Introduction

This solution addresses Key Issue #4 on "Security of identifier conversion in groupcast communication" by updating the L2 ID independently from the application layer group ID, which may never change. The frequency of the update may be depending on the message frequency within the group and is configuration dependent in the V2X AS. In order not to communicate another change of the L2 ID to all group members at the same time, a timer, when all group members change the L2 ID, and a common time basis are signalled to the group member UEs from the V2X AS on application layer signalling. It is assumed that the application layer signalling is security protected.
6.14.2
Solution details

The V2X AS creates a virtual time value T as a common time basis that is upon reception at the group member UEs normally increased in the V2X AS and the group member UEs in accordance to their internal clocks in the granularity of seconds, since the virtual time does not rely on the real time received either from the gNB (SIB9) or GPS. The virtual time value is used as an initial secret value and relies on the encrypted application layer signalling to be provisioned in a secure way to the group member UEs. The V2X AS also provides a L2 ID update time interval dT to the group members. Once the group member UEs receive the initial virtual time T and the L2 ID update time interval, they derive the L2 ID using the virtual time value T and the application layer group ID as input to the derivation function. Thus all group member UEs derive the same L2 ID, independently of the transmission delay. The group member UEs then update the virtual time T with the time received either via GPS or SIB9 until the next derivation of the L2 ID according to the L2 ID update time interval a time T+ dT. This update procedure is repeated every L2 ID update time interval in each group member UE until the group member UEs receive a new initial virtual time from the V2X AS.

If a group member does not receive the provisioning message, i.e. the UE is out of coverage of the mobile network, then this UE is also not able to receive the corresponding group messages from the in-coverage group members due to a L2 ID mismatch. This does not matter much since the "out of coverage" UE cannot receive those messages anyway. 

Once a "out of coverage" UE recognizes it is back to coverage it is recommended to "re-register" to the V2X AS again to re-sync to the virtual time and update interval. 

If one of the UE belonging to the group is still connected to the network, the "out of coverage" UEs belonging the same group ID could receive the provisioning message through an in-coverage UE (i.e., remote UE to NW relay).

Group leader or platoon leader UEs could also provide the provisioning message to the group members locally.


6.14.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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