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	Other comments:
	


**** START OF CHANGES ****
X.2.2.2    Security policy aspects
When Dual Connectivity is used for redundant transmission, both of the two PDU sessions are initially established via the MN. The SMF(s) shall provide a UP security policy for each of the two PDU sessions to the MN during the PDU sessions establishment procedure as described in clause 6.6.1. The UP security policy from the SMF(s) for the two PDU sessions used for redundant data transmission shall have the same setting for encryption and for integrity protection. 
If the the same UP security policy is preconfigured in the subscribed User Plane Security Policy which is part of SM subscription information received from UDM, the SMF can get the same UP security policy from the UDM. Otherwise, the SMF can get the same UP security policy based on local per (S-NSSAI, DNN) configuration in the SMF, if the SMF determines the PDU session is a redundant session based on the description in clause 5.33.2.1 of TS 23.501[2].

The MN shall be preconfigured or have access with/to information of the supported security in the available SN(s), (i.e. whether UP integrity protection is supported in the SN or not). The MN shall take the received UP security policy into account when selecting the SN. In case UP integrity protection is supported in the SN, then such configuration information is not needed.
Editor’s Note: The above issue needs to be checked with RAN.

MN shall ensure that the first and the second PDU sessions shall have the same UP security activation status. 

If the “Preferred” option of the UP security policy is allowed to be preconfigured for URLLC services, the following enhancements for the mechanism as described in clause 6.10 for Dual Connectivity shall be applied.

The MN shall make the decision on UP encryption protection and integrity protection according to the UP security policy for these two redundant data transmissions. This is to avoid that one of the nodes (MN or SN) chooses a different UP security activation status compared to the other node, for the first and second PDU sessions. The MN shall store the applied UP security activation status used for the DRB’s established for the first PDU session between the MN and the UE. Then, the MN shall provide the UP security activation status applied for the first PDU session to the SN, when offloading the DRB’s for the second PDU session to the SN. 
The SN shall use the UP security activation status received from the MN for the DRB’s established for the second PDU session between the SN and the UE. This ensures that the same UP security activation status is applied to all the DRB’s established for the first and second PDU session.
The SN informs the MN with the UP integrity protection and encryption indications of the PDU session data transferring in the SN Addition/Modification Request Acknowledgement message. The MN node forwards the UP integrity protection and encryption indications to the UE in RRC Connection Reconfiguration message.
**** END OF CHANGES ****
