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Decision/action requested

This contribution proposes to add a note to KI#9.
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Rationale






This contribution proposes to add a note to KI#9. 

4
Detailed proposal

*************** Start of Change 1****************

5.9
Key Issue #9: Minimizing the impact of privacy protection mechanism in the application layer communication

5.9.1
Key issue details

Key issues in KI #1, #3, and #8 describes the need for privacy protection in unicast, groupcast, and broadcast modes. The solution for this requirement is met by introducing a mechanism where the UE periodically changes its L2 ID and communicate it to the peer UE(s). This procedure is also described in the eV2X stage 2 in TS 23.287 [4] clause 6.3.3.2.

It should be noted that the application layer is unaware of such lower layer identity change. This implies that it is a normal course of event where the L2 ID of the communication session changes while the application layer communication continues over a longer period of time.  In this scenario, the application layer communication should not be disrupted (i.e. should not be lost or delayed more than a tolerable threshold in low latency V2X communication over PC5 interface). Given that typical V2X communication over PC5 interface require very low latency such as basic safety messages to avoid collision, etc., delay or loss of application communication may potentially results in the difference between accident and no-accident.
The example scenario below illustrates the situation where the L2 ID change event can potentially cause disruption in the application layer communication.
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Figure 5.9.1-1: Relative timing of application layer and L2 ID update events (unicast mode)
The event (C) in Figure 5.9.1-1 indicates that the receiving UE is not able to correctly receive the application layer message. It is due to the fact that the application layer event and L2 ID update event occur independently, combined with the relative timing difference of when the new L2 ID becomes effective in both sending and receiving UEs.

Situation such as this needs to be avoided.

In addition, in case of groupcast or broadcast mode where there are multiple peer UEs present in the communication, L2 ID update request message (message #1) may be missed by one or more of the peer UEs.  In such case, synchronized L2 ID update by all member UEs is an extra challenge to ensure application layer messages are correctly received by all member UEs.

One possible solution is the sending UE to buffer the application layer messages until the L2 ID change procedure is completed by all UEs involved.  However, considering the potential consequence described above, buffering will only lead to delay, thus it is not an acceptable solution in the environment where reliable and low latency communication is mandatory (basic safety messages).  Therefore, different solution is needed to ensure all UEs in the communication can receive application layer messages at all time independent of the periodic L2 ID update event.

NOTE: Only unicast mode is supported in R16.
*************** End of Change ****************
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