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1
Decision/action requested

Endorse the conclusion on PMF protocol security
2
References

1) Incoming LS from CT1 (S3-193680) on PMF protocol security 

2) TS 23.502 clause 5.32.5
Access Network Performance Measurements
3) The PMF protocol is specified in TS 24.193
3
Rationale

The PMF protocol is a user plane protocol between the UE and the UPF. It carries dynamic performance measurement data on the throughput of the applications and the RB established to carry the user packets.

4
Detailed proposal

1) Existing security between the UE and UPF: 

Currently the link between the UE and gNB is integrity protected.

N3 interface between gNB and UPF is NDS/IP protected.
Hence there is hop by hop integrity protection and encryption already in place for the PMF protocol.
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2) Is there a need for additional protection on top of existing security?
Base station and all interfaces beyond the base station are expected to be in the operator domain protected by NDS/IP. If N3 interface is protected by NDS/IP, it is safe to assume that there is no risk of packet manipulation. If it is assumed that current security of N3 is not enough, then the same argument applies to other interfaces aswell, they are also subject to the same threat.
3) If there is additional security what is the impact on the UE and UPF?
Any additional security will be on top of 3GPP protocol layers, this could be performance impacting both to the UE and the UPF. In addition, the security context and key maintenance between the UE and the UPF are additional overheads.
Conclusion:

PMF protocol security is adequately addressed by existing security mechanisms between the UE and the UPF. Additional security on top of this would be an overkill.  This may overload the UE as well as other nodes UPF, AMF etc.
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