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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· Dynamic allocation of memory addresses mitigate against distributed monitoring attacks.  This contribution proposes the requirement for the hypervisor to dynamically assing VNF recsources to improve network security.
4
Detailed proposal

5.25
Key Issue 24: Data synchronicity through network

5.25.3
Potential security requirements

Solutions to key issue 24 should increase assurance that virtualized 3GPP NFs are protected from distributed monitoring attacks. Solutions to this requirement are expected to be handled outside 3GPP.

The 3GPP network (e.g., hypervisor(s)) should dynamically assign VNF resources (e.g., memory address) to prevent long-term data leakage and exposure and protect network resources.

