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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes a potential requirement for the 3GPP network to pass security policy to the hypervisor(s) to improve the security of NF resource selection.
4
Detailed proposal

5.24
Key Issue 23: IP layer vs Application layer Security

5.24.3
Potential security requirements

Solutions to key issue 23 should increase assurance that security mechanisms in upper layers higher than the common virtualization platform layer (e.g. hypervisor) can provide virtualized 3GPP NFs the same protection as in physical NFs. Solutions to this requirement need to be defined both inside and outside 3GPP.
The 3GPP network (e.g., Management and Orchestration function) should be able to communication security policy to the hypervisor(s) to increase the security of NF resource selection.

