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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes an explicit potential requirement for the network to prevent and detect attacks that tunnel through the virtualisation layer.   
4
Detailed proposal

5.22
Key Issue 21: VM and Hypervisor Breakout

5.22.3
Potential security requirements

The NFVI shall provide security isolation to minimize the impact of and detect hypervisor/VM breakout on a virtualized 3GPP NF. Solutions to this requirement are expected to be handled outside of 3GPP.

The NFVI and VNFs should be patched regularly.  Solutions to this requirement are expected to be handled inside 3GPP SCAS and outside 3GPP.

The 3GPP network (e.g., NFV Management and Orchestration Function) should prevent and detect attacks that tunnel from an attacked VNF through the virtualisation layer to any other VNF.
