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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes explicit potential requirements for 3rd party hosting environments that provide increased subscriber security and enable the operator to meet legal/regulatory requirements.
4
Detailed proposal

5.21
Key Issue 20: 3rd Party Hosting Environments

5.21.3
Potential security requirements

Sensitive information of virtualized 3GPP NFs shall be confidentiality protected by operators when using a 3rd party environment (e.g. NFVI). The types of sensitive information to be confidentiality protected should be defined inside 3GPP.
Third party hosting environments that support 3GPP NFs should meet 3GPP NFV security requirements to ensure subscriber security and to enable opertaors to meet legal/regulatory requirements.  
The 3GPP network (e.g., the NFV Management and Orchestration Function) should be able to monitor the attestation of 3rd party hosting enviroments.
