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1
Decision/action requested

Agree to proposed security threat and potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes a security threat and a potential requirement to address the vulnerability of network timing in a virtualized environment.  
4
Detailed proposal

5.20
Key Issue 19: Time Manipulation

5.20.2
Security threats
If an attack manipulates the network timing source or VNF clock, the network can be compromised. 

· Prevent /Disable attacker, hypervisor administrator, or in some scenarios a malicious VM on the same host to manipulate the virtual CPU clock so that it possible to manipulate cryptographic algorithms, key generation or other processes which are highly time dependent. 

· Such manipulation may involve stretching the shape of clock cycles rather than simply increasing or decreasing their frequency.

5.20.3
Potential security requirements

The NFV Management and Orchestration Function or hypervisor should provide a protected network time source.

