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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes explicit potential requirements for the 3GPP network to securely manage slice isolation and ensure that the security and trust domain policies are enforced.
4
Detailed proposal

5.10
Key Issue 9: Trust domain and Slice Isolation

5.10.3
Potential security requirements

3GPP trust model needs to be defined in 33.501 to identify isolation and trust relationships between 3GPP NFs. Solutions to enable this requirement are required inside 3GPP.

An NFV environment should use a virtualisation platform which prevents one function from inspecting the memory of other functions. Solutions to this requirement required outside 3GPP.

The 5GC should be configured so that NFs can only communicate with NFs which they have a valid reason to communicate with.  The default should be that functions are not able to communicate. Solutions to enable this requirement potentially required both inside and outside 3GPP.

Delegated administrator roles shall be used and should only give the user or administrator the minimum necessary privileges. Solutions to this requirement required outside 3GPP.

The 3GPP network (e.g., NFV Management and Orchestration Function) should manage slice isolation and security / trust domains.  This includes, but is not limited to,
· Permission management for moving from a lower to a higher trust domain or moving between slices,
· Ensuring proper isolation if one or more slices are implemented on the same common hypervisor, hosts and virtualisation layer resources.
