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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes explicit potential requirements for the security assurance testing in a virtualized environment to mitigate testing isolation and improve security of a virtualized 3GPP network.
4
Detailed proposal

5.9
Key Issue 8: Test Isolation and Assurance

5.9.3
Potential security requirements

Security assurance testing of a virtualized 3GPP NF needs to be performed using a standardized NFVI environment used to test all VNFs. When testing security assurance of a virtualized 3GPP NF,  the scope of testing should be clarified, including defining the pre-conditions of the virtualized test environment/platform and defining assumptions made in the process. Where possible recreate these assumptions in the product deployment e.g. close ports which do not need to be open. Solutions to this requirement required both inside (SCAS) and outside 3GPP.

Both positive and common vulnerability testing (e.g negative testing) should be carried out against virtualized 3GPP NF. This is required to mitigate the increased attack surface which was partly addressed by physical security assurance protections in physical networks. Solutions to this requirement required both inside (SCAS) and outside 3GPP.

Virtualized 3GPP NFs should be checked regularly to see if they are using out-of-date or insecure versions of a library and these libraries should be updated if and when possible. This is required to mitigate the increased attack surface which was partly addressed by physical security assurance protections in physical networks. Solutions to this requirement required both inside (SCAS) and outside 3GPP.
Security assurance testing of virtualized 3GPP NFs should ensure/include verification that the virtualization and underlying hardware layers are secure and free of existing/known vulnerabilities.  This should include the NFV Management and Orchestration Function(s) and hypervisor(s).
Security assurance testing should include when a VNF is instantiated on a different host virtualisation environment and when instantiated on a layer virtualisation environment.
Security assurance testing should be performed prior to deployment and during network operations. 
