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1
Decision/action requested

It is requested to approve this contribution addressing the editor's note
2
References

N/A
3
Rationale

This contribution addresses the editor's note about the need for specification in 3GPP of solutions for this key issue. It is argued that operators may want to offer services to verticals (such a Factory of the Future companies) that go beyond mere 3GPP network services. Verticals are facing buy or build decisions and operators may support their buy decision by offering standardized security solutions for communication between devices and applications. As can be seen by standardization activities in 3GPP SA6 such application layer specifications are becoming more and more common practice within 3GPP. It should be noted that verticals are not always depending on services offered by a single operator as they may have multi-national businesses ranging over a numerous countries which may require support by multiple operators.
4
Detailed proposal
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4.6
Key Issue #6: Secure communication between UE and application server
4.6.1
Issue details
In current BEST[3] and GBA[2] solutions, 3GPP network is responsible to derive Keys from the root subscriber authentication key K (e.g., KE2Menc, KE2Mint , Ks_(int/ext)_NAF) for UE and application server. However, the application server may not want to use the key derived from the 3GPP network authentication key K. The application server may have a policy requiring the use of its own independently generated key (e.g., application specific key), but still require the use of features provided by the 3GPP network to distribute such a key. The proposed mechanism can satisfy the demand of application providers who do not wish to establish the secure connection by using only a 3GPP credential. 
In some scenarios, such as when the UE sends sensitive data to application server, the application security policy may require that the 3GPP network operator does not have accesses to that data. In addition, the services provided by the application server may be accessed by multiple applications. Therefore, it is desirable that a solution that addresses this key issue supports establishment of separate application specific keys for each application that are served by the application server.

4.6.2
Security threats
3GPP network may get access to sensitive data transferred between UE and applications which is protected by the key derived from 3GPP network, or from 3GPP network and a pre-shared key (i.e., non-3GPP credential) if the pre-shared key gets compromised.

4.6.3
Potential security requirements
The UE and the application server shall be able to derive a session key for end-to-end security based on keys derived from the 3GPP network such that the 3GPP network is not able to access sensitive data transferred between UE and the application server.
NOTE:
Having a 3GPP specified solution for this requirement is needed in cases where operators want to offer application layer based services to their customers (e.g. to verticals) in line with functionality specified in 3GPP TS 23.434 [xx]. In that case such solutions enable seamless migration from LTE based solutions (e.g. 3GPP TS 33.163 [3]) to 5G, and they enable offers to customers (e.g. verticals) with international/multi-operator deployments. 
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