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1
Decision/action requested

Approve the proposed PCR to TR 33.836
2
References

3
Rationale

Solution#1 builds on existing Link identifier update for a unicast link procedure specified in TS 23.287 [4] which is enabling only one of the participating UEs to change its L2 ID at a time. 
The issue with existing procedure is that it would fail to mitigate trackability and linkability attacks from an eavesdropper who could link the old source L2 ID and the new source L2 ID of a participating UE by making an association with the Kd session ID and/or the destination L2 ID (left unchanged and sent in cleartext before/during and after the procedure).
Solution#1 proposes a simple incremental remedy to the existing procedure to enable simultaneous change of these IDs in order to address the privacy requirements outlined in KI#1. 
Solution#4 builds on existing ProSe Rekeying procedure specified in TS 33.303 [6]. Solution#4 proposes to enable partial cyphering on the DSMC message to protect the new IDs as a way to update L2 IDs at the same time as the security contexts. Solution#4 may be used in addition to the above as an optional method to update L2 IDs when there are considerations for optimization of PC5 channel signalling and/or power resources efficiency since it avoids executing the Link identifier update and Rekeying procedures one after the other. 

It is proposed that solution #1 is accepted as the way forward for normative work for key issue #1.
It is proposed that solution #4 is accepted as an additional optional solution for key issue #1.
4
Detailed proposal

*********************************************** Start of Changes ************************

7.Y
Conclusion on KI #1

The normative work for key issue #1 should be based on solution #1.

The normative work for key issue #1 should be based on solution #4 as an optional, complementary solution.

*************************************************** End of changes ******************************
