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1
Decision/action requested

This paper introduces a new key issue on rejected S-NSSAI revokation.
2
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3
Rationale

In the current specification [1] it is not foreseen that the network slice specific authentication and authorization (SSAA) for a rejected S-NSSAI due to SSAA failure or revocation can be re-allowed at a later stage. 
After the SSAA procedure has completed and the SSAA failed for a particular S-NSSAI, the following description was agreed:

1) The S-NSSAIs which were not successfully authenticated and authorized are not included in the Allowed NSSAI and are included in the list of Rejected S-NSSAIs with a rejection cause value indicating Network Slice-Specific Authentication and Authorization failure.

…

2) If an S-NSSAI is rejected with a rejection cause value indicating Network Slice-Specific Authentication and Authorization failure, the UE can re-attempt to request the S-NSSAI based on policy, local in the UE.
…

3) After a successful or unsuccessful UE Network Slice-Specific Authentication and Authorization, the UE context in the AMF shall retain the authentication and authorization status for the UE for the related specific S-NSSAI of the HPLMN while the UE remains RM-REGISTERED in the PLMN, so that the AMF is not required to execute a Network Slice-Specific Authentication and Authorization for a UE at every Periodic Registration Update or Mobility Registration procedure with the PLMN.

The issue that the UE context in AMF can store the the authentication failure status, although the credentials in the UE might have been updated and the AMF may reject new requests from the UE for this S-NSSAI  was recognized in SA2 that the following problem should be handled by SA3 : 

There is no policy defined in the UE for re-attempt to request a rejected S-NSSAI and allowing the UE to delete Rejected S-NSSAI(s) internally may result in undesirable and non-deterministic behaviour, i.e. the UE can directly renew it’s subscription on application layer with the service provider but the NAS layer removed the rejected S-NSSAI. Since in Rel-15 and Rel-16 the UE can autonomously remove a Rejected S-NSSAI for a whole PLMN or a registration area, there would be no chance to re-register to the S-NSSAI even the UE re-newed the subscription on application layer. 
Further the context of the authentication results is stored in the AMF, i.e. a rejected S-NSSAI will be directly rejected by the AMF even without perofrming any slice authentication with the AAA.

The revocation of a specific rejected S-NSSAI should be studied, else there will not be a possibility for the UE to use the S-NSSAI even with a renewed valid subscription until it changes the PLMN or the registration area.
4
Detailed proposal

It is proposed to include the following KI in 3GPP TR 33.813:

Begin of Changes

6.x

Key Issue #x Cancellation of rejected S-NSSAIs
6.x.1
Key issue detail

This key issue will study how to perform the revocation of an already rejected S-NSSAI, else there will not be a possibility for the UE to use the S-NSSAI even with a renewed valid 
There is no policy defined in the UE for re-attempt to request a rejected S-NSSAI and allowing the UE to delete Rejected S-NSSAI(s) internally may result in undesirable and non-deterministic behaviour, i.e. the UE can directly renew it’s subscription on application layer with the service provider but the NAS layer removed the rejected S-NSSAI. Since in Rel-15 and Rel-16 the UE can autonomously remove a Rejected S-NSSAI for a whole PLMN or a registration area, there would be no chance to re-register to the S-NSSAI even the UE re-newed the subscription on application layer. 

Another problem is that the context is stored in the AMF, i.e. a rejected S-NSSAI will be directly rejected by the AMF even without perofrming any slice authentication with the AAA.
Editor’s Note: It is FFS how the AMF updates the UE context for a rejected S-NSSAI.
6.x.2
Security threats


TBD
6.x.3
Potential security requirements


TBD
End of Changes

