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1	Decision/action requested
It is proposed to add the description of the parts in SCAS documents and ToE into clause 5.2.1 and 5.2.2.
2	References
	[1]  3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
 	[2]  3GPP TR 33.805: “Study on security assurance methodology for 3GPP network products (Release 12)”
3	Rationale
This contribution describes the parts contained in SCAS documents and analyzes the ToE for 3GPP virtualized network products. In addition, it also adds the related referance in clause 2.
4	Detailed proposal
[bookmark: _Toc456274607][bookmark: _Toc457562834][bookmark: _Toc3495495][bookmark: _Toc476648067][bookmark: _Toc3495529]****************** Start of the first change ******************
[bookmark: _Toc456274601][bookmark: _Toc457562828][bookmark: _Toc12623323]2	References
Editor’s Note: This clause will outline that the present document contains references. 
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
	[1]  3GPP TR 33.916: "Security Assurance Methodology (SCAS) for 3GPP network products"
	[2]  3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"
	[3]  3GPP TR 33.117: “Catalogue of general security assurance requirements”
	[4]  3GPP TR 21.905:” Vocabulary for 3GPP Specifications”
[5] 3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualized network functions"
[6] ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"
[7] GSMA Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process
[x] 3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) "
[y]3GPP TR 33.848: "Study on security impacts of virtualisation"
****************** End of the first change ******************

****************** Start of the second change ******************
5.2	SCAS documents structure and content
Editor's Note: This clause will describe SCAS documents structure and content for 3GPP virtualized network products based on 5.2 in TR33.916 and gap analysis in clause 4. This clause will also focus on resolving the identified gap if any gap is identified, e.g. if ToE is virtualization layer, this clause will analyze the security threats and security requirements of virtualization layer.
[bookmark: _Toc3495530]5.2.1	General
Editor’s Note: This clause will summarize the parts contained in SCAS documents of 3GPP virtualized network products.
According to clause 5.1, the SCAS documents contain three parts, i.e. Virtualized Network Product Class Description, Security Problem Definition and Security Requirements (including the test cases) for any specific Network Product Class, to counteract the risks outlined by the threat analysis. Consequently SCAS documents for virtualized network products contain the following parts:
-	Network Product Class Description for virtualized network product (NPCDV): This clause includes the description of the virtualized network product class defined in clause 4.01, e.g. the physical and logical interfaces that the product class supports to interact with external entities and the major functionalities of the VNPC. 
Editor’s note: It is FFS that whether the descriptions of the NPCDV is contained into TR 33.926[2] or not.
-	Security Problem Definition (SPD): This clause defines the security problem that is to be addressed and the security objectives of the virtualized network product class. 
Editor’s note: It is FFS that whether the descriptions of the SPD is contained into TR 33.926[2] or not.
-	Security Requirements (SR): This clause defines the security requirements, which may include hardening requirements, selected according to the Security Problem Definition and the requirements strictly related to the 3GPP features implemented by the virtualized network product class, the requirements referred to TR 33.848[y] and other SDOs (e.g. ETSI). Requirements and test cases will be contained in one or more 3GPP Technical Specifications.
In the following subclauses, detailed descriptions of NPCDV, SPD and SR for virtualized network products are provided.
[bookmark: _Toc3495531]5.2.2	ToE
Editor’s Note: This clause will describe ToE of SCAS for 3GPP virtualized network products.
The term ToE is described in clause 5.2.4.2.2.1.2 of TR 33.805 [x] that ToE is a logical and physical perimeter for the evaluation and this perimeter heavily depends on the vendor’s particular version of the Network Product. The term ToE if used in a SCAS always refers to the ToE described in the SCAS instantiation. This ToE definition also can be applied to ToE of virtualized network product. According to virtualized network product classes and decoupling scenarions that described in clause 4.0.1, there may be multiple ToEs for an instantiated virtualized network product class.
****************** End of the third change ******************

