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Classification of the Work Item and linked work items
2.1
Primary classification
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	800036
	Study on authentication and key management for applications based on 3GPP credential in 5G
	The study that this work item is based upon


3
Justification
To allow only authentic UEs accessing to application servers, as well as ensure secure communication between the UE and the application server, application providers depend on the provisioning of pre-shared keys or certificates management currently. However, managing a large scale of pre-shared keys, or certificates is a huge challenge for the application providers, especially in IoT scenarios.

As studied in TR 33.835, it’s possible to enable the generation of application session keys based on 3GPP credential in 5G, in order to establish mutual communication between the UE and the application server securely. This is a very useful feature e.g. for IoT application providers willing to delegate the key generation and management to MNOs in the ecosystem. This provides more flexibility in the ecosystem as well as the emergence of new business cases.  And also, it will benefit for other eMBB applications and uRLLC applications which needs to utilize the capability of network.
The SA3 study item FS_AKMA has progressed significantly and is moving towards normative phase after reaching conclusions. Furthermore, based on the current candidate solutions, it’s obviously necessary to define new NFs/interfaces to enable AKMA service in the 5G network. 

Therefore, considering the benefits of AKMA service provided by the 5G network and the study progress, it’s proposed to commence the normative work to consolidate agreed solutions from the study item and start working with other WGs in order to realize the standardization of the end to end solution.

4
Objective
The objective of this work item is to:

· Specify security architecture enhancements for 5G system to support AKMA

· Specify AKMA authentication procedures
· Specify AKMA key management procedures
· Specify the security related interfaces and corresponding protocols
Privacy issues will also be considered in the normative work.
The normative work is based on the conclusions of TR 33.835 Study on Authentication and Key Management for applications based on 3GPP credential in 5G. 
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	TS
	33.XXX
	Authentication and key management for applications based on 3GPP credential in 5G
	TSG #86 (Dec.2019)
	TSG #87
(Mar.2020)
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	


6
Work item Rapporteur(s)
Xiaoting Huang, China Mobile, huangxiaoting@chinamobile.com
7
Work item leadership
SA3
8
Aspects that involve other WGs
Architecture aspects will be covered by SA2.

Stage-3 work is considered by CT1, CT3 and CT4 WGs.
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	Supporting IM name
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