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1
Decision/action requested

It is requested that the proposed changes are approved.
2
References

[1]
3GPP TR 38.874, v16.0.0, "NR; Study on integrated access and backhaul"

3
Rationale

The key issue #2.3 (Protection of recovery from backhaul-RLF) stands without security threats and requirements because we depend upon progress of RAN groups. 
Taking into account the short time we have for completion of the study; we argue that there is no reason to NOT start working on them already now. It is however true that no conclusion can be made before RAN groups have progressed. For that, there are following Editor's Notes that keep the check. They are only fair.
Editor's Note: Reference for the recovery messages is ffs.

Editor's Note: Communication between the IAB-nodes needs confirmation from RAN working groups.

Therefore, we propose to add security threats and requirements to get an early start. Mind that the requirements are "potential" anyway.
4
Detailed proposal

**** START OF CHANGES ****
5.2.3
Key Issue #2.3: Protection of recovery from backhaul-RLF 

5.2.3.1
Key issue details

Regarding the work split in clause 4.2, this key issue belongs to the group #(B) illustrated in Figure 4.2-1, i.e., security of backhaul-link between child-node and parent-node.

TR 38.874 [2] discusses recovery from backhaul-RLF in clauses 7.9.12 to 7.9.15. One possible option described in clause 7.9.14 is

"- Option 2: The IAB-node DU explicitly alerts child IAB-nodes about the upstream RLF. Child IAB-nodes receiving this alert can forward the alert further downstream. Each IAB-node receiving such alert initiates BH-RLF recovery as discussed above."

A simplified illustration of backhaul-RLF recovery is shown in Figure 5.2.3.1-1. The RLF occurs between the IAB-donor and the IAB-node#1. This causes backhaul connectivity loss for the parent-node IAB-node#1. This also causes upstream backhaul connectivity loss for child-nodes IAB-node#2 and IAB-node#n. For the sake of example, the parent IAB-node#1 cannot recover the backhaul-link via the IAB-node#3 because of a big mountain between them. Therefore, the parent IAB-node#1 informs the child IAB-node#2 about the upstream backhaul connectivity loss so that the child IAB-node#2 can itself seek means to recover. The child IAB-node#2 identifies that the Path1 is lost. Therefore, it recovers using Path2 via the IAB-node#3.
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Figure 5.2.3.1-1: A simplified illustration of backhaul-RLF recovery
This backhaul-RLF recovery is likely achieved by some form of control message between the parent-node and the child-node via a new adaptation layer called the BAP (Backhaul Adaptation Protocol), or via lower layer mechanism like MAC control element.
Even though this backhaul-RLF recovery is a rare event, it is very crucial to protect any form of control messages between the parent-node and the child-node. This is explained further in the threats below.

Editor's Note: Reference for the recovery messages is ffs.

Editor's Note: Communication between the IAB-nodes needs confirmation from RAN working groups.

5.2.3.2
Security threats

A parent-node is responsible for multiple child-nodes and ultimately to multiple UEs being served via the IAB system. If the control message from the parent-node to the child-node is not protected, then over-the-air attacker could potentially trigger backhaul-RLF recovery on the child-node. It could mean abrupt loss of connection for large number of UEs, short- or long-term degradation in throughput or speed, and loss of operator's reputation, among other things.
Editor's Note: Additional threat parameters to be checked.
5.2.3.3
Potential security requirements

TBD

**** End of Changes ****

