3GPP TSG-SA WG3 Meeting #96 
S3-193146
Wroclaw (Poland), 26-30 August 2019












revision of S3-192801
Source:
Ericsson
Title:
New Solution for a UE connected to 5GC indicating support of UP IP over eUTRA 

Document for:
Approval

Agenda Item:
8.14
1
Decision/action requested

This paper proposes to add a new solution to address key issue #6 in TR 33.853.
2
References

[1]
3GPP TR 33.853 "Technical report on key issues and potential solutions for Integrity protection of the User Plane".

3
Rationale

This paper proposes to add a new solution to address key issue #6 in TR 33.853 [1].

4
Detailed proposal

It is proposed to add the following solution to address key issue #6 in TR 33.853 [1]. 

**** START OF CHANGES ****
6.x
Solution #x: UE connected to 5GC indicating support of UP IP over eUTRA
6.x.1
Introduction

This solution address key issue #6 (UE connected to 5GC indicating support of UP IP over eUTRA. This solution describes how the UE provides its capability to the network to indicate that it supports UP IP over eUTRA when connected to 5GC.
There is impact on UE, SMF, AMF and ng-eNB/gNB.
6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

6.x.3
Solution Description

6.x.3.1
Signalling flows
6.x.3.1.1
PDU Session Establishment Request procedure in 5G system
The UE initiates the PDU Session establishment procedure with the SMF, via the AMF, to establish data bearers with the network. If the UE supports UP IP over eUTRA when connected to a 5GC, then the UE includes its capability to support UP IP over eUTRA in the PDU Session Establishment Request message to the SMF.
Editor's Note: The difference in the capability indication between NR and eUTRA needs clarification.
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Figure 6.x.3.1.1: UE indicating support of UP IP over eUTRA when connected to 5GC
1. 
UE initiates PDU Session Establishment procedure with the SMF to establish bearers with the network and includes its capability to support UP IP over eUTRA when connected to 5GC into PDU Session Establishment Request message.
2. 
The SMF initiates the N2 PDU Session Request procedure with ng-eNB/gNB and includes the UE capability to support UP IP over ng-eNB when connected to 5GC.

3. 
The ng-eNB/gNB initiates RRC Reconfiguration procedure with the UE and indicates to the UE to activate UP integrity protection for the DRBs (data radio bearers) established with the ng-eNB/gNB.
6.x.3.1.2
Dual Connectivity
If a ng-eNB acting as a MN receives the UE capability from the 5GC indicating that the UE supports UP integrity protection over eUTRA, then the MN takes that capability into consideration together with the UP security policy, when it makes the decision whether to activate UP integrity protection for its own DRB’s established with the UE. 
Editor's Note: How the UP security policy is enforced is ffs.
In the scenario of ‘no split PDU session‘ when MN offloads DRB(s) for a PDU session to a ng-eNB acting as a SN, there are two options to consider as described below.

ALTERNATIVE 1:
The MN determines from the UP security policy and the UE capability indicating that the UE supports UP integrity protection over eUTRA, both received from the 5G Core Network, and also the capability of the SN i.e. whether it supports UP IP or not, before the MN decides to offload any DRB(s) of the PDU Session to the SN which requires UP integrity protection. 
ALTERNATIVE 2:
The MN forwards the UE capability indicating that the UE supports UP integrity protection over eUTRA and the UP security policy, both received from the 5G Core Network, to the ng-eNB acting as a SN. The SN will make the decision of activating UP integrity protection or not for the PDU sessions that are terminated at the SN.
6.x.4
Solution Evaluation
Editor's Note: write an evaluation of the solution against the relevant key issues here (or have an editor's note saying that it is to be added later.)

**** End of Changes ****
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