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1
Decision/action requested

It is proposed to approve and add this evaluation to solution #4 to the TR 33.861
2
References
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3
Rationale

Solution #4 in TR 33.861 [1] was updated in the previous SA3 meeting introducing a new security solution for UP IP of EDT in Msg3 in Rel-16. 

The new security solution in solution #4 is a variant of Option 1 (which was previously discussed between SA3 and RAN2 and RAN3 in exchanged LSes in S3-190454, S3-191140 and S3-191153). In this new security solution, the encrypted UL Data (EDT) multiplexed with Msg 3 is transferred from the target ng-eNB (for eMTC) to the source ng-eNB (for eMTC) together with the ShortResumeMAC-I. The intention is that the source ng-eNB (for eMTC) shall calculate the hash over the encrypted UL Data (EDT) to be used as input to verify the ShortResumeMAC-I. 

It has been identified that there is a potential problem with this security solution as the target/new ng-eNB (for eMTC) does not have the UE context when it receives the RRC Connection Resume Request message from the UE and is therefore not able to decode the PDCP PDUs because the ng-eNB (for eMTC) does not know the RLC and PDCP configurations. The MAC configuration can be assumed to be default/cell specific configuration for first UL transmission as target/new ng-eNB (for eMTC) needs to process the first MAC PDU before the UE AS context is available. Another option would be to forward the whole MAC SDUs to the source ng-eNB (for eMTC) but this implies that target/new ng-eNB (for eMTC) would need to forward UP data over Xn-C/X2-C interface. The UP data would be of variable size and may put more strain on the interface. Sending UP data over CP i.e. over Xn-C/X2-C would break the principle of CP/UP separation.

In addition, it introduces a risk for a bidding down attack and complications on the UE side as well added on top of the already identified complications on the network side
It is therefore proposed to update the evaluation clause to solution #4. 
4
Detailed proposal

***** Start of Change *****
6.4.3
Evaluation

It has been identified that there is a potential problem with this security solution as the target/new ng-eNB (for eMTC) does not have the UE context when it receives the RRC Connection Resume Request message from the UE and is therefore not able to decode the PDCP PDUs because the target/new ng-eNB (for eMTC) does not know the RLC and PDCP configurations. The MAC configuration can be assumed to be default/cell specific configuration for first UL transmission as target/new ng-eNB (for eMTC) needs to process the first MAC PDU before the UE AS context is available. 
An attacker can bid down the application of the integrity protection by, for example, acting as a MitM between the UE and network and rejecting the resume request. This results in the UE transitioning to idle and then connecting to send the data. The data will be sent without integrity protection and hence the adding integrity protection to the EDT data has been bid-down.

In LTE including eLTE (LTE UE connected to 5GC), integrity protection of user plane data is not supported. Therefore, any solution requires a change in UE behavior and would not be compatible with legacy eNBs. Today RRC calculates the shortResumeMAC-I independent of PDCP data PDU and includes it in RRCConnectionResumeRequest message. In this solution, RRC would need to delay the shortResumeMAC-I calculation until PDCP data PDU(s) is ready and new AS keys are derived and integrity protection and ciphering in the PDCP layer is performed. It is because the HASH code needed in the calculation of shortResumeMAC-I is calculated from the PDCP PDU.
***** End of Change *****
