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1
Decision/action requested

Approve the following changes to Section 5.2 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 1.  This document adds some.
4
Detailed proposal

5.2

Key Issue 1: Establishment of trust domains for Network Functions

5.2.1
Key issue detail

5G Network Functions can be grouped into different trust domains which have different security requirements.  For example, trust in functions which contain long term cryptographic keys might require different levels of trust to functions which only hold session keys or those which do not contain cryptographic values at all. However, this classification is too simplistic. Nearly all 3GPP NFs will contain some privacy sensitive information for billing purposes or cryptographic material. Applying the same security policies to NFs in different trust domains could lead to reduced security and/or to reduced functionality.
Security domains based on grouping whole NFs may not be sufficient. In some scenarios (e.g. LI), sub-functions of NFs (e.g. LI POIs) may need to belong to different trust domains to the rest of the NF functionality.

Definition of appropriate segregation and security policies for NFs in different trust domains requires establishment of trust domains for 3GPP NFs. It is up to 3GPP to define what a sensitive function or sub-function is and how they must be handled to protect privacy or security sensitive data, within a virtualised environment.

While 3GPP TS 33.501 [6] provides some consideration for 5G functions, CSPs are also in the process of virtualising IMS or 3G/4G networks, for which similar consideration has not yet been given.

Editor’s Note: It may be necessary to liaise with ETSI ISG NFV or open source groups to ensure the necessary capabilities are available or developed.
5.2.2
Security threats

If 3GPP network functions with different security requirements are defined to be in the same trust domains, the access to a high trust domain might be too open, increasing the attack surface for security critical or high trust functions.

A relatively low privilege administrator or user might have access to 3GPP network functions which are above their intended level of privilege

A user or administrator might impact one trust domain from another.
5.2.3
Potential security requirements
The trust domains of 3GPP network functions should be identified.  Security policies should be applied depending on those trust domains.
